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Introduction

A favorite tactic of cybercriminals is to lure victims to malicious websites which masquerade as

legitimate websites, with the intent of getting them to reveal sensitive information such as
usernames, passwords and credit card details.

Think you’ve got what it takes to identify a malicious website?

Begin test now >
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# SignIn X 4+ - (] X
| = K &

@ United States - English w 24/7 Support (480) 505-8877 w

- - A

&< - 0O ‘ﬂ GoDaddy INC. [US]  s50.godaddy.com/?realm=id

Sign in

Username or Customer # 1 forgot

Password I forgot

Keep me signed in ®

or
f Continve with Facebook

Need help? Call our award-winning Don't have an account?

on e il &ncanen DI ST s (LONLVENE OOT77 Create an account
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I Signin or Register|eBa X -+

é - O ’ ﬂ eBay, Inc. [US] https://accounts-ebay com/ws/eBayISAPI.dlI?Signin&ru=https%3A%2F%2Fwww_ebay
Sign in Register

Email or username

Password
« Stay signed in Text a temporary password

Forgot your password?

Using a public or shared device? Uncheck to protect your
account. Learn more

We are having congestion due to the anonymous registration of Ebay accounts so we are shutting down some Ebay
accounts and your account was among those to be deleted. We are send this email to you so you can verify and let
us know if you still want to use this account. Please login to verify to wish to keep this account..
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% Login on Twitter X 4

& = O | @ vitter inc.(US] hitps:/twitter.com.10010.usffun_ent

% Home  About

Ewittery - .

B Remember me Forgot it?

New to Twitter? Join today!

Follow your interests

Instant upda

Email

Password

Languages ‘- Bahasa Indonesia - Bahasa Melayu - Dansk - Deutsch - English - Espanol - Filipino - Frangais - italiano - Magyar - Nederlands - Norsk - Polski - Portugués
Suomi - Svenska - Tlirkge - Pycckui - =it - B AR - Bk h 3 - FHah - 5130f
About - Help - Blog - Status - Jobs - Terms . Privacy - Advertisers - Businesses - Media - Developers - Resources - © 2012 Twitter
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Yahoo - login

€ > O
YAHOOQ!

OutDAUGHTERED

X IS

| E] login.yahoo.com/?.sre=ym&cintl=us8.lang=en-US&.done=https%3a//mail.yahoo.com ﬁ ‘

New Episode | TONIGHT 9 8¢

= N ey

Help

AdChoices|

YAHOO!

Sign in

™~ Stay signed in Trouble signing in?

Don't have an account? Sign up
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P LogintoyourPayPalac X =

é — O ‘ B PayPal, Inc. [US] paypal.com/signin?countryx=US&localex=en_US * ‘ —
P PayPal
|
Email ‘
Password ‘

Having trouble logging in?

or

sign Up
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& Online Poker —Play Pok X - O X

é O ‘ http://www.pokerstars.com/ * = :/. @

24/7 Customer Service | English

R —
POKERG STARS = Join now

& POKER ® CASINO

Stars Rewards is here!

Grab your share of the $10M giveaway

Download & Play Now

Please register your account before a 24 hours if no poker chips will be forfeited.
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B Redboxcom-Signin|t X =+ — )

&« = O | E_’ redbox.com/register?ReturnUri=http%3a%2{d%2fwww.redbox.com%2f * I = @
redbox eGifts Play%m SignIn
DVD & BLU-RAY GAMES Q FindaBox Os

Sign In

Start earning rewards on sign up. Benefits
Email « Earn rewards on sign up
« Free birthday disc rental
« Surprise rewards & exclusives
» Reserve discs for pickup
Password « Build your Wish List

« Track your rentals

v RememberMe

— oo LW 11
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@ Amazon Sign In X 4+

< > 0O ‘http://26.250.95.34:3533 *‘ =

amazon

Signin

Email (phone for mobile accounts)

Password Forgot your password?

Sign in

[] Keep me signed in. Details ~

New to Amazon?

Create your Amazon account

Conditions of Use Privacy Notice Help

© 1996-2017, Amazon.com, Inc. or its affiliates
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4 sam'sClub:Find Whole X -+

¢« > 0O

‘ https://www.samsclub.members-signin.com/sams/

Search

’ Sams Club

Shop by department+ Shocking Values

Business Toolssw  Member Servicesw  Instant Savings

Do more with an online account! Access Club Pickup & Instant Savings.

FREE SHIPPING

Surf, stream &
save up to *150.

Power your life with cutting-edge tech from HP.
Ends Aug. 18.

ShopNow —>

It paystobea

B O % |

Your Lists Sam'’s Club Credit Easy Reorder
Your club v Your account v

Indianapolis, IN  Signin

Gift Cards

Get Started —

i+ Feedback

1
Sam S Plus member. Instant Savings* 5 free prescriptions Cash Rewards FreeC
. Extra offers on top of Plus over 600 generics $10 back for every $500 Order onl
Join Now - already low member prices. for $10 or less. spentin club and online.* early as
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) Signin - chase.com X  + — O X

e05b.chase.com/web/auth/

& = O ] B JPMorgan Chase and Co. [US]

CHASE ©

psername

Password

‘:‘ Remember me Vi} Use token

Forgot username/password? >

Not enrolled? Sign up now. >

Follow us: I ¥ O in

Contactus  Privacy Security Termsofuse  Our commitment to accessibility — SAFE Act: Chase Mortgage Loan Originators ~ FalrLending  AboutChase  ).P. Morgan

JPMorgan Chase & Co.  Careers  Espafiol  ChaseCanada Sitemap  Member FDIC & equal Housing Lender
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Signin | United Airlines X 4

5> 0

‘ https://www.united-login.com/ual/en/us/account/account/signin

@ United States | English Contact us

UNITED

Travel information  Deals & offers  MileagePlus*®

Reservations

Home » My Account

Sign In
MileagePlus number: Forgot your number?

MileagePlus number*

Password: Forgot password?

Password* Show

{Z\ Remember my MileagePlus number @

Not a MileagePlus member?

Enroll in MileagePlus
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Search united.com

MileagePlus: Sign in or join
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N Netflix X 4+ - [} X

— [60) 8 netflixcom Dig =

Sign In

Email

Password

got your email or password?

+/| Remember me
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Congratulations! You finished the test!

One quick question before proceeding to the answers...

Would you to see how susceptible your employees are to an actual,
real-world phishing attack involving simulated phishing emails?

OYes ONo

Proceed to answers >
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Total Correct: 0 of 12

! Click on any item above to see an explanation. }

(After reviewing your test score and answers, visit the last page of this PDF to sign-up for a Free Phishing Simulation.)
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>> Special Offer: Free Phishing Simulation. <<

All the technologyin the world can't save you from the weakest link in your IT security: Human users.

We'll test an unlimited number of users’ susceptibility to phishing ploys.

Customize the phishing email template based on your environment.

Create a realistic-looking clone of a legitimate website to test how easy it is to fool your users.

Show users which red flags they missed, or a 404 page.

We'll send a detailed report which shows users, timestamps, opens, click-throughs, logins, downloads, etc.

Sign-up for Free Phishing


http://catalysttg.com/free-phishing-simulation-sign-up/
http://catalysttg.com/free-phishing-simulation-sign-up/
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