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1 - Discovery Tasks

This table contains a listing of all tasks which were performed as part of this assessment. Items which do not contain a check were not performed.

Task Description

v ‘ Detect Domain Controllers Identifies domain controllers and online status.

4 ‘ FSMO Role Analysis Enumerates FSMO roles at the site.

v ‘ Enumerate Organization Units and Security Groups Lists the organizational units and security groups (with members).

v ‘ User Analysis Lists the users in AD, status, and last login/use, which helps identify potential security risks.
v ‘ Detect Local Mail Servers Detects mail server(s) on the network.

v ‘ Detect Time Servers Detects server(s) on the network.

v ‘ Discover Network Shares Discovers the network shares by server.

v ‘ Detect Major Applications Detects all major apps / versions and counts the number of installations.

Lists the event log entries from the past 24 hours for the directory service, DNS server and file

v Detailed Domain Controller Event Log Analysis replication service event logs.

v ‘Web Server Discovery and Identification Lists the web servers and type.

v ‘ Network Discovery for Non-A/D Devices Lists the non-Active Directory devices responding to network requests.
v ‘ Internet Access and Speed Test Tests Internet access and performance.

v ‘ SQL Server Analysis Lists the SQL Servers and associated database(s).

v ‘ Missing Security Updates Identifies computers missing security updates

v ‘ System by System Event Log Analysis Discovers the five system and app event log errors for servers
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2 - Assessment Summary

Domain Controllers | 2
Number of Organizational Units ‘ 11
# Enabled sl
Last Login Within 30 Days 9
Last Login Older Than 30 Days 22

Last Login Within 30 Days

|
|
|
# Disabled |
|
Last Login Older Than 30 Days |

Security Group
Groups with Users ‘ 18

# Total Groups 56

Computers in Domain or Workgroup

Total Computers | 33
Last Login Within 30 Days ‘ 33
Last Login Older Than 30 Days ‘ 0

Active Computers by OS
Windows 10 Enterprise | 14
Windows 10 Enterprise 2015 LTSB \
Windows 10 Enterprise N |
Windows 10 Pro |
|
|

Windows 7 Professional

A N DN PP P

Windows 8.1 Pro
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Active Computers by OS
Windows Server 2012 R2 Standard ‘ 2
Windows Server 2016 Standard ‘ 7

Miscellaneous

Non-A/D Systems 15
MX Records
MS SQL Servers
Web Servers

Printers

O O w +» O

115
32

Network Shares

Installed Applications

Potential or Severe Security Risks
Potential Insecure Listening Ports
External Network Security (High Risk)

O O o o

|
|
|
|
|
Exchange Servers ‘
|
|
|
|
|
|

External Network Security (Medium Risk)
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3 - Domain: CORP.MYCO.COM

This section and corresponding sub-sections contain a comprehensive view of the domain.

3.1 - Domain Controllers

This section contains a listing of all domain controllers and their corresponding status.

Domain Controller Status

MYCO-DCO01 \ online
MYCO-DC02 \ online
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3.2 - FSMO Roles

This section contains a listing of all FSMO (Flexible Single Master Operation) roles, which are needed to operate a Windows domain.

Role Domain Controller Best Practice
Infrastructure Master MYCO-DCO01.CORP.MYCO.COM Domain Specific
Domain Naming Master MYCO-DC01-CORP.MYCO.COM Forest Wide
PDC Emulator MYCO-DCO01.CORP.MYCO.COM Domain Specific
Relative ID (RID) Master MYCO-DCO01-CORP.MYCO.COM Domain Specific
Schema Master MYCO-DCO01.CORP.MYCO.COM Forest Wide
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3.3 - Organizational Units

This section contains a hierarchical view of all organizational units from within Active Directory.

® COorp.myco.com

o Domain Controllers (2 Computers)

o PROD (5 Security Groups, 28 Users, 23 Computers)

(0]

(o]

(0]

Groups (5 Security Groups)
Servers (5 Computers)
Users (28 Users)
o RFT Users (15 Users)
o Test (13 Users)
Workstations (18 Computers)
o Domain Wrkstn (10 Computers)
0 Test Audit (3 Computers)
o0 Users Wrkstn (8 Computers)
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3.4 - Group Policy Objects
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This section contains a hierarchical view of all group policy objects from within Active Directory. Policies highlighted in green represent enabled policies.

e corp.myco.com

o

(0]

o

Default Domain Policy
FileShare
ND Base
Domain Controllers (1-GPO, 1-Enabled)
o Default Domain Controllers Policy
CORP
0 Workstations
0o Domain Wrkstn
0 Audit (1-GPO, 1-Enabled)
0 Audit Policy Test
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3.5 - Users

This section contains a list of accounts with information on each account. Disabled accounts are highlighted in gray. Inactive users, defined as those that
have not logged in 30 days, are highlighted in the Last Login column in RED BOLD. Accounts where passwords are set to never expire are highlighted in the
Password Expires column in RED. Users with passwords that have expired are indicated in the Password Expires column in RED BOLD.

Active Users

User Name Display Name Enabled Password Last Set Password Expires Last Login

CORP.MYCO.COM\Administrator Administrator enabled 08-Oct-2018 9:12:57 19-Nov-2018 9:13:00 26-Apr-2019 3:47 PM
AM AM

CORP.MYCO.COM\dnetuser D Johanson enabled 10-Dec-2018 12:09:29 <never> 23-May-2019 3:52 PM
PM

CORP.MYCO.COM\dknetuser D Kranston enabled 08-Oct-2018 11:00:24 <never> 25-May-2019 3:59 AM
AM

CORP.MYCO.COM\jsnetuser J Strong enabled 08-Oct-2018 11:05:27 <never> 25-May-2019 5:04 PM
AM

CORP.MYCO.COM\jwnetuser J Strongmore enabled 08-Oct-2018 11:04:58 <never> 23-May-2019 3:19 PM
AM

CORP.MYCO.COM\lwnetuser L Robbins enabled 08-Oct-2018 11:04:31 <never> 25-May-2019 11:55 AM
AM

CORP.MYCO.COM\mgnetuser M Groneberg enabled 08-Oct-2018 11:03:54 <never> 12-May-2019 9:27 AM
AM

CORP.MYCO.COM\sknetuser S Cooley enabled 08-Oct-2018 11:03:23 <never> 23-May-2019 7:04 AM
AM

CORP.MYCO.COM\thnetuser T Harris enabled 08-Oct-2018 11:00:57 <never> 22-May-2019 12:03 AM
AM

Inactive Users

User Name Display Name Enabled Password Last Set Password Expires Last Login

CORP.MYCO.COM\abnetuser A Johanson enabled 08-Oct-2018 11:01:28 <never> 18-Apr-2019 6:34 AM
AM

CORP.MYCO.COM\ajnetuser ‘ A Jones enabled 08-Oct-2018 12:29:47 <never> <never>
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User Name Display Name Enabled Password Last Set Password Expires Last Login
| PM

CORP.MYCO.COM\arogers Aaron Rogers enabled 12-Mar-2019 10:08:29  23-Apr-2019 10:08:00 <never>
AM AM

CORP.MYCO.COM\DefaultAccount ‘ DefaultAccount disabled <never> <never> <never>

CORP.MYCO.COM\dwnetuser D Whatley enabled 08-Oct-2018 12:29:22 <never> <never>
PM

CORP.MYCO.COM\ebland Eric Bland enabled 12-Mar-2019 10:09:14  23-Apr-2019 10:09:00 12-Mar-2019 10:12 AM
AM AM

CORP.MYCO.COM\Guest Guest disabled <never> <never> <never>

CORP.MYCO.COM\jashter Jacob Ashter enabled 12-Mar-2019 10:09:40  23-Apr-2019 10:09:00 12-Mar-2019 10:13 AM
AM AM

CORP.MYCO.COM\jcamps John Camps enabled 12-Mar-2019 10:10:32  23-Apr-2019 10:10:00 22-Jan-2019 9:37 AM
AM AM

CORP.MYCO.COM\jcole Jerry Coleman enabled 12-Mar-2019 10:52:49  23-Apr-2019 10:53:00 12-Mar-2019 10:53 AM
AM AM

CORP.MYCO.COM\jdejesus Jone DeJesus enabled 12-Mar-2019 10:10:44  23-Apr-2019 10:11:00 12-Mar-2019 10:46 AM
AM AM

CORP.MYCO.COM\jgross Janet Gross enabled 12-Mar-2019 10:09:52  23-Apr-2019 10:10:00 <never>
AM AM

CORP.MYCO.COM\jknight Janet Knight enabled 12-Mar-2019 10:10:03  23-Apr-2019 10:10:00 12-Mar-2019 11:05 AM
AM AM

CORP.MYCO.COM\jkristian Jabez Kristian enabled 12-Mar-2019 10:09:28  23-Apr-2019 10:09:00 12-Mar-2019 10:14 AM
AM AM

CORP.MYCO.COM\mjones Marley Jones enabled 12-Mar-2019 10:10:57 23-Apr-2019 10:11:00 12-Mar-2019 10:45 AM
AM AM

CORP.MYCO.COM\mpnetuser M Paulston enabled 14-Dec-2018 10:34:38 <never> 24-Apr-2019 3:41 PM
AM

CORP.MYCO.COM\mptest MP Test enabled 10-Oct-2018 10:55:25 <never> 08-Feb-2019 11:01 AM
AM

CORP.MYCO.COM\mwnetuser M Wu enabled 08-Oct-2018 12:30:47 <never> <never>
PM

CORP.MYCO.COM\pknetuser P Kerckhof enabled 08-Oct-2018 11:02:40 <never> 06-Feb-2019 3:02 PM
AM
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User Name
CORP.MYCO.COM\pwysocki

CORP.MYCO.COM\sjames
CORP.MYCO.COM\tshields
CORP.MYCO.COM\unetuser

CORP.MYCO.COM\wpnetuser

PROPRIETARY & CONFIDENTIAL

Display Name
Pat Wysocki

Stan James

Tin Shields

unitrends netuser

W Flanders

Enabled
enabled

enabled

enabled

enabled

enabled

Password Last Set
12-Mar-2019 10:11:10
AM

12-Mar-2019 10:11:21
AM

12-Mar-2019 10:11:33
AM
10-Apr-2019 8:00:56
AM

08-Oct-2018 10:59:33
AM

Full Detail Report

CYBER RISK ASSESSMENT

Password Expires

23-Apr-2019 10:11:00
AM

23-Apr-2019 10:11:00
AM

23-Apr-2019 10:11:00
AM

<never>

<never>

Last Login
12-Mar-2019 10:13 AM

12-Mar-2019 10:45 AM
12-Mar-2019 10:12 AM
<never>

<never>
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3.6 - Service Accounts

This section contains a list of service accounts with information on each account.

Enabled Service Accounts

No service accounts were found.

Disabled Service Accounts

No service accounts were found.
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This section contains a listing of all security groups from Active Directory with detailed information on group membership by user account.

Group Name Members

Access Control Assistance Operators
(corp.myco.com/Builtin/Access Control Assistance
Operators)

0 Total: O Enabled, 0 Disabled

Account Operators
(corp.myco.com/Builtin/Account Operators)
0 Total: O Enabled, 0 Disabled

Accounting
(corp.myco.com/Groups/Accounting)
5 Total: 5 Enabled, 0 Disabled

netuser
(corp.myco.com/Groups/netuser)
2 Total: 2 Enabled, 0 Disabled

Administrators
(corp.myco.com/Builtin/Administrators)
17 Total: 17 Enabled, 0 Disabled

Allowed RODC Password Replication Group
(corp.myco.com/Users/Allowed RODC Password
Replication Group)

0 Total: 0 Enabled, 0 Disabled

Backup Operators
(corp.myco.com/Builtin/Backup Operators)
0 Total: 0 Enabled, O Disabled

PROPRIETARY & CONFIDENTIAL

Enabled: Jabez Kristian, Jacob Ashter, Janet Gross, Jone DeJesus, Stan James

Enabled: D Johanson, unitrends netuser

Enabled: A Johanson, A Jones, Administrator, D Johanson, D Kranston, D Whatley, J Strong, J Strongmore, L
Robbins, M Groneberg, M Paulston, M Wu, P Kerckhof, S Cooley, T Harris, unitrends netuser, W Flanders
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Group Name Members

Cert Publishers
(corp.myco.com/Users/Cert Publishers)
0 Total: 0 Enabled, 0 Disabled

Certificate Service DCOM Access
(corp.myco.com/Builtin/Certificate Service DCOM Access)
0 Total: 0 Enabled, 0 Disabled

Cloneable Domain Controllers
(corp.myco.com/Users/Cloneable Domain Controllers)
0 Total: 0 Enabled, 0 Disabled

Cryptographic Operators
(corp.myco.com/Builtin/Cryptographic Operators)
0 Total: 0 Enabled, 0 Disabled

Denied RODC Password Replication Group
(corp.myco.com/Users/Denied RODC Password Replication
Group)

19 Total: 19 Enabled, 0 Disabled

DHCP Administrators
(corp.myco.com/Users/DHCP Administrators)
0 Total: 0 Enabled, 0 Disabled

DHCP Users
(corp.myco.com/Users/DHCP Users)
0 Total: 0 Enabled, 0 Disabled

Distributed COM Users
(corp.myco.com/Builtin/Distributed COM Users)
0 Total: O Enabled, 0 Disabled

DnsAdmins
(corp.myco.com/Users/DnsAdmins)
0 Total: 0 Enabled, 0 Disabled

PROPRIETARY & CONFIDENTIAL

Enabled: A Johanson, A Jones, Administrator, D Johanson, D Kranston, D Whatley, MYCO-DCO01, MYCO-
DCO02, J Strong, J Strongmore, L Robbins, M Groneberg, M Paulston, M Wu, P Kerckhof, S Cooley, T Harris,
unitrends netuser, W Flanders
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Group Name Members

DnsUpdateProxy
(corp.myco.com/Users/DnsUpdateProxy)
0 Total: 0 Enabled, 0 Disabled

Domain Admins
(corp.myco.com/Users/Domain Admins)
17 Total: 17 Enabled, 0 Disabled

Domain Computers
(corp.myco.com/Users/Domain Computers)
31 Total: 31 Enabled, 0 Disabled

Domain Controllers
(corp.myco.com/Users/Domain Controllers)
2 Total: 2 Enabled, 0 Disabled

Domain Guests
(corp.myco.com/Users/Domain Guests)
1 Total: 0 Enabled, 1 Disabled

Domain Users
(corp.myco.com/Users/Domain Users)
32 Total: 31 Enabled, 1 Disabled

Engineering
(corp.myco.com/Groups/Engineering)
6 Total: 6 Enabled, 0 Disabled

Enterprise Admins
(corp.myco.com/Users/Enterprise Admins)
3 Total: 3 Enabled, 0 Disabled

PROPRIETARY & CONFIDENTIAL

Enabled: A Johanson, A Jones, Administrator, D Johanson, D Kranston, D Whatley, J Strong, J Strongmore, L
Robbins, M Groneberg, M Paulston, M Wu, P Kerckhof, S Cooley, T Harris, unitrends netuser, W Flanders

Enabled: APP01, BACKUPO1, WRKSTN-09UPSPO, WRKSTN-35EGQCC, WRKSTN-4PF2ICP, WRKSTN-
534MS45, WRKSTN-85BJGJT, WRKSTN-BDJFFLG, WRKSTN-FOM1027, WRKSTN-F6CKERQ, WRKSTN-
HNO95P9Q, WRKSTN-LIFRCFU, WRKSTN-MAS551PF, WRKSTN-MJODOL9, WRKSTN-RB3LBP3, WRKSTN-
U1K3NAF, EXCHO1, FSERV-02, HVSERV, MSSQL-03, SQL02, MSWIN10-1, MSWIN10-2, MSWIN10-3,
MSWIN10-4, MSWIN7-1, MSWIN7-2, MSWIN8-1, MSWIN8-2, MSWIN8-3, MSWIN8-4

Enabled: MYCO-DCO01, MYCO-DCO02

Disabled: Guest

Enabled: A Johanson, A Jones, Aaron Rogers, Administrator, D Johanson, D Kranston, D Whatley, Eric Bland, J
Strong, J Strongmore, Jabez Kristian, Jacob Ashter, Janet Gross, Janet Knight, Jerry Coleman, John Camps,
Jone DelJesus, L Robbins, M Groneberg, M Paulston, M Wu, Marley Jones, MP Test, P Kerckhof, Pat Wysocki,
S Cooley, Stan James, T Harris, Tin Shields, unitrends netuser, W Flanders

Disabled: DefaultAccount

Enabled: Jacob Ashter, Janet Gross, Janet Knight, John Camps, Jone DeJesus, Tin Shields

Enabled: Administrator, D Johanson, unitrends netuser
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Group Name Members

Enterprise Key Admins
(corp.myco.com/Users/Enterprise Key Admins)
0 Total: 0 Enabled, O Disabled

Enterprise Read-only Domain Controllers
(corp.myco.com/Users/Enterprise Read-only Domain
Controllers)

0 Total: 0 Enabled, 0 Disabled

Event Log Readers
(corp.myco.com/Builtin/Event Log Readers)
0 Total: 0 Enabled, 0 Disabled

Group Policy Creator Owners
(corp.myco.com/Users/Group Policy Creator Owners)
3 Total: 3 Enabled, 0 Disabled

Guests
(corp.myco.com/Builtin/Guests)
1 Total: 0 Enabled, 1 Disabled

Human Resources
(corp.myco.com/Groups/Human Resources)
7 Total: 7 Enabled, 0 Disabled

Hyper-V Administrators
(corp.myco.com/Builtin/Hyper-V Administrators)
0 Total: O Enabled, 0 Disabled

IIS_IUSRS
(corp.myco.com/Builtin/IlS_IUSRS)
0 Total: O Enabled, 0 Disabled

Incoming Forest Trust Builders
(corp.myco.com/Builtin/Incoming Forest Trust Builders)
0 Total: 0 Enabled, 0 Disabled

PROPRIETARY & CONFIDENTIAL

Enabled: Administrator, D Johanson, unitrends netuser

Disabled: Guest

Enabled: Aaron Rogers, Eric Bland, Jabez Kristian, Jerry Coleman, Marley Jones, Pat Wysocki, Stan James
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Key Admins
(corp.myco.com/Users/Key Admins)
0 Total: 0 Enabled, 0 Disabled

Network Configuration Operators
(corp.myco.com/Builtin/Network Configuration Operators)
0 Total: O Enabled, 0 Disabled

Performance Log Users
(corp.myco.com/Builtin/Performance Log Users)
0 Total: O Enabled, 0 Disabled

Performance Monitor Users
(corp.myco.com/Builtin/Performance Monitor Users)
0 Total: 0 Enabled, 0 Disabled

Pre-Windows 2000 Compatible Access
(corp.myco.com/Builtin/Pre-Windows 2000 Compatible
Access)

0 Total: 0 Enabled, 0 Disabled

Print Operators
(corp.myco.com/Builtin/Print Operators)
0 Total: 0 Enabled, 0 Disabled

Protected Users
(corp.myco.com/Users/Protected Users)
0 Total: 0 Enabled, 0 Disabled

QA Enabled: D Kranston, J Strong, L Robbins, M Groneberg, S Cooley
(corp.myco.com/Groups/QA)
5 Total: 5 Enabled, 0 Disabled

RAS and IAS Servers
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Group Name Members

(corp.myco.com/Users/RAS and IAS Servers)
0 Total: 0 Enabled, 0 Disabled
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RDS Endpoint Servers
(corp.myco.com/Builtin/RDS Endpoint Servers)
0 Total: 0 Enabled, 0 Disabled

RDS Management Servers
(corp.myco.com/Builtin/RDS Management Servers)
0 Total: 0 Enabled, 0 Disabled

RDS Remote Access Servers
(corp.myco.com/Builtin/RDS Remote Access Servers)
0 Total: 0 Enabled, 0 Disabled

Read-only Domain Controllers
(corp.myco.com/Users/Read-only Domain Controllers)
0 Total: 0 Enabled, 0 Disabled

Remote WRKSTN Users
(corp.myco.com/Builtin/Remote WRKSTN Users)
0 Total: 0 Enabled, 0 Disabled

Remote Management Users
(corp.myco.com/Builtin/Remote Management Users)
0 Total: 0 Enabled, 0 Disabled

Replicator
(corp.myco.com/Builtin/Replicator)
0 Total: 0 Enabled, 0 Disabled

Schema Admins Enabled: Administrator, D Johanson, unitrends netuser
(corp.myco.com/Users/Schema Admins)
3 Total: 3 Enabled, 0 Disabled
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Group Name Members

Server Operators
(corp.myco.com/Builtin/Server Operators)
0 Total: 0 Enabled, O Disabled

Storage Replica Administrators
(corp.myco.com/Builtin/Storage Replica Administrators)
0 Total: 0 Enabled, 0 Disabled

System Managed Accounts Group
(corp.myco.com/Builtin/System Managed Accounts Group)
1 Total: 0 Enabled, 1 Disabled

Terminal Server License Servers
(corp.myco.com/Builtin/Terminal Server License Servers)
0 Total: 0 Enabled, 0 Disabled

Users
(corp.myco.com/Builtin/Users)
32 Total: 31 Enabled, 1 Disabled

Windows Authorization Access Group
(corp.myco.com/Builtin/Windows Authorization Access
Group)

0 Total: 0 Enabled, 0 Disabled

PROPRIETARY & CONFIDENTIAL

Disabled: DefaultAccount

Enabled: A Johanson, A Jones, Aaron Rogers, Administrator, D Johanson, D Kranston, D Whatley, Eric Bland, J
Strong, J Strongmore, Jabez Kristian, Jacob Ashter, Janet Gross, Janet Knight, Jerry Coleman, John Camps,
Jone DelJesus, L Robbins, M Groneberg, M Paulston, M Wu, Marley Jones, MP Test, P Kerckhof, Pat Wysocki,
S Cooley, Stan James, T Harris, Tin Shields, unitrends netuser, W Flanders

Disabled: DefaultAccount
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3.8 - Computers in Domain or Workgroup

This section contains a listing of all computers from Active Directory. Computers which have not logged in for over 30 days are marked as inactive computers
and highlighted in red. Disabled computers are highlighted in gray.

Active Computers

Computer Name IP Address(es) DNS Entry Enabled Operating System Last Login

APPO1 fe80::8838:46d8:ada5:22d app0l1.corp.myco.com enabled  Microsoft Windows Server 2016 25-May-2019 12:55:06 AM
8%4,10.218.3.14 Standard

BACKUPO1 fe80::3990:1477:6523:5e5 backup0l.corp.myco.com enabled  Microsoft Windows Server 2016 25-May-2019 4:58:53 PM
%7,10.218.3.142 Standard

MYCO-DCO01 fe80::3cdb:794a:a05d:eb8 dc01.corp.myco.com enabled  Microsoft Windows Server 2016 25-May-2019 1:45:44 PM
1%5,10.218.3.12 Standard

MYCO-DC02 fe80::d98h:5881:6edf:777 dc02.corp.myco.com enabled  Microsoft Windows Server 2016 25-May-2019 4:47:55 PM
9%4,10.218.3.13 Standard

WRKSTN-09UPSPO fe80::987:2059:¢582:6¢c21 wrkstn-09upspo.corp.myco.com  enabled  Microsoft Windows 10 Pro 25-May-2019 4:49:18 PM
%5,10.218.3.116

WRKSTN-35EGQCC fe80::7482:d45b:791:8841 wrkstn - enabled  Microsoft Windows 10 25-May-2019 4:54:54 PM
%3,10.218.3.139 35eggcc.corp.myco.com Enterprise

WRKSTN-4PF2ICP fe80::50da:dcd6:471f:2301 wrkstn-4pf2icp.corp.myco.com enabled  Microsoft Windows 10 Pro 25-May-2019 4:52:35 PM
%3,10.218.3.104

WRKSTN-534MS45 fe80::60dc:11d2:7a3b:1c0 wrkstn- enabled  Microsoft Windows 10 25-May-2019 4:53:34 PM
4%9,10.218.3.24 534ms45.corp.myco.com Enterprise

WRKSTN-85BJGJT fe80::1d0e:80c:alad:76e4 wrkstn-85bjgjt.corp.myco.com enabled  Microsoft Windows 10 24-May-2019 4:58:48 PM
%3,10.218.3.22 Enterprise

WRKSTN-BDJFFLG fe80::8¢c50:2d27:cafa:149d wrkstn-bdjfflg.corp.myco.com enabled  Microsoft Windows 10 25-May-2019 4:52:29 PM
%2,10.218.3.119 Enterprise

WRKSTN-FOM1027 fe80::a1c9:8767:33ce:492 wrkstn-fOml1o27.corp.myco.com  enabled  Microsoft Windows 10 25-May-2019 4:56:29 PM
9%5,10.218.3.19 Enterprise

WRKSTN-F6CKERQ fe80::5ce9:5df4:474c:7d1b wrkstn-féckerg.corp.myco.com enabled  Microsoft Windows 10 25-May-2019 4:56:14 PM
9%13,10.218.3.106 Enterprise N

WRKSTN-HN95P9Q fe80::d21:7c43:e81a:d01c wrkstn-hn95p9q.corp.myco.com  enabled  Microsoft Windows 10 25-May-2019 4:54:41 PM
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Computer Name

WRKSTN-LIFRCFU

WRKSTN-MAS551PF

WRKSTN-MJODOL9

WRKSTN-RB3LBP3

WRKSTN-U1K3NAF

EXCHO1

FSERV-02

HVSERV

MSSQL-03

SQLO2

MSWIN10-1

MSWIN10-2

MSWIN10-3

MSWIN10-4

MSWIN7-1

MSWIN7-2

IP Address(es)
%4,10.218.3.100

fe80::45a6:ce8d:a850:a56
€%5,10.218.3.146

fe80::21a1:189f:380:1ef5
%13,10.218.3.144

fe80::813e:1c62:1582:a62
3%4,10.218.3.120

fe80::b88f:a9bf:e92d:3df1
%2,10.218.3.112

fe80::35bc:c80a:4cff:9293
%4,10.218.3.20

fe80::a427:ce0:90f0:f85b
%12,10.218.3.15

fe80::5c2h:4a84:e6ce:aca
8%4,10.218.3.16

fe80::ecdd:a269:17d1:b2c
5%9,10.218.3.11

fe80::59bd:b2c6:5a41:f7b3
9%12,10.218.3.17

fe80::516b:734e:ceab:15d
€%13,10.218.3.21

fe80::6¢65:7afe:58c2:6f95
9%38,10.218.3.102

fe80::f8f9:3f5c:b6f2:1747
%3,10.218.3.108

fe80::74e0:8f8c:621e:9d9d
%5,10.218.3.113

fe80::29e7:€185:a561:7b1
5%4,10.218.3.114

fe80::4168:4b42:c98d:5ad
1%10,10.218.3.111

fe80::846b:496b:a90e:a96
8%10,10.218.3.115
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DNS Entry

wrkstn-lifrcfu.corp.myco.com
wrkstn-ma551pf.corp.myco.com
wrkstn-mjod0I9.corp.myco.com
wrkstn-rb3lbp3.corp.myco.com
wrkstn-ulk3naf.corp.myco.com
exch01.corp.myco.com
fserv-02.corp.myco.com
hvservl.corp.myco.com
sql01.corp.myco.com
sql02.corp.myco.com
mswin10-1.corp.myco.com
mswin10-2.corp.myco.com
mswin10-3.corp.myco.com
mswin10-4.corp.myco.com
win7-1.corp.myco.com

win7-2.corp.myco.com

Enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

Operating System
Enterprise

Microsoft Windows 10
Enterprise

Microsoft Windows 10
Enterprise

Microsoft Windows 10
Enterprise

Microsoft Windows 10
Enterprise 2015 LTSB

Microsoft Windows 10
Enterprise

Microsoft Windows Server 2012
R2 Standard

Microsoft Windows Server 2016
Standard

Microsoft Windows Server 2016
Standard

Microsoft Windows Server 2012
R2 Standard

Microsoft Windows Server 2016
Standard

Microsoft Windows 10
Enterprise

Microsoft Windows 10
Enterprise

Microsoft Windows 10
Enterprise

Microsoft Windows 10
Enterprise

Microsoft Windows 7
Professional

Microsoft Windows 7
Professional

Last Login

25-May-2019 4:55:59 PM
25-May-2019 4:52:00 PM
25-May-2019 4:54:55 PM
24-May-2019 12:57:50 AM
25-May-2019 4:56:33 PM
25-May-2019 4:52:50 PM
25-May-2019 5:03:50 PM
25-May-2019 4:53:13 PM
25-May-2019 4:54:01 PM
24-May-2019 12:16:13 PM
25-May-2019 4:55:17 PM
25-May-2019 4:57:28 PM
25-May-2019 4:56:19 PM
25-May-2019 5:02:36 PM
25-May-2019 4:58:38 PM

25-May-2019 5:01:59 PM
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Computer Name IP Address(es) DNS Entry Enabled Operating System Last Login

MSWINS8-1 fe80::94ce:ef7f:e97bh:ed4fa win8-1.corp.myco.com enabled  Microsoft Windows 8.1 Pro 25-May-2019 4:56:32 PM
%3,10.218.3.105

MSWIN8-2 fe80::f0c9:65f9:de7f:b966 win8-2.corp.myco.com enabled  Microsoft Windows 8.1 Pro 25-May-2019 4:58:25 PM
%3,10.218.3.103

MSWIN8-3 fe80::c85c:9edf:4397:9a11 win8-3.corp.myco.com enabled  Microsoft Windows 8.1 Pro 24-May-2019 4:54:55 PM
%3,10.218.3.107

MSWIN8-4 fe80::6dc8:a863:3146:ce0 win8-4.corp.myco.com enabled  Microsoft Windows 8.1 Pro 25-May-2019 4:58:01 PM

6%3,10.218.3.110

Inactive Computers

No Computers were found.
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3.9 - Server Aging

This section is in indicator of the age of the active servers based on the date their operating system was installed. The actual age of the server may vary if the
operating system was re-installed for any reason. Older systems are highlighted in red and much older systems are bolded.

Computer Operating System OS Install Date Age (months)
HVSERV Windows Server 2016 Standard 06-Nov-2017 4:32:54 PM 18
MSSQL-03 Windows Server 2012 R2 Standard 08-0ct-2018 6:10:35 AM 7
MYCO-DCO01 Windows Server 2016 Standard 08-Oct-2018 9:12:58 AM 7
MYCO-DC02 Windows Server 2016 Standard 08-Oct-2018 9:13:22 AM 7
APPO1 Windows Server 2016 Standard 08-Oct-2018 9:13:47 AM 7
FSERV-02 Windows Server 2016 Standard 08-Oct-2018 9:14:19 AM 7
EXCHO1 Windows Server 2012 R2 Standard 08-Oct-2018 9:15:11 AM 7
BACKUPO1 Windows Server 2016 Standard 11-Oct-2018 10:54:14 AM 7
SQL02 Windows Server 2016 Standard 20-May-2019 3:17:58 PM 0
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Full Detail Report
CYBER RISK ASSESSMENT

This section is in indicator of the age of the active workstations based on the date their operating system was installed. The actual age of the workstation may
vary if the operating system was re-installed for any reason. Older systems are highlighted in red and much older systems are bolded.

Computer
WRKSTN-RB3LBP3

WRKSTN-HN95P9Q
MSWIN8-1
MSWIN8-2
MSWIN8-4
MSWIN8-3
MSWIN7-1
MSWIN7-2
MSWIN10-3
WRKSTN-F6CKERQ
WRKSTN-4PF2ICP
WRKSTN-BDJFFLG
WRKSTN-09UPSPO
WRKSTN-LIFRCFU
WRKSTN-534MS45
WRKSTN-U1K3NAF
WRKSTN-MA551PF
WRKSTN-MJODOL9
WRKSTN-FOM1027
MSWIN10-2
MSWIN10-1
WRKSTN-35EGQCC
WRKSTN-85BJGJT
MSWIN10-4
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Operating System

Windows 10 Enterprise 2015 LTSB

Windows 10 Enterprise
Windows 8.1 Pro
Windows 8.1 Pro
Windows 8.1 Pro
Windows 8.1 Pro
Windows 7 Professional
Windows 7 Professional
Windows 10 Enterprise
Windows 10 Enterprise N
Windows 10 Pro
Windows 10 Enterprise
Windows 10 Pro
Windows 10 Enterprise
Windows 10 Enterprise
Windows 10 Enterprise
Windows 10 Enterprise
Windows 10 Enterprise
Windows 10 Enterprise
Windows 10 Enterprise
Windows 10 Enterprise
Windows 10 Enterprise
Windows 10 Enterprise
Windows 10 Enterprise

OS Install Date
02-Apr-2018 1:55:13 PM

26-Sep-2018 8:30:52 PM
08-Oct-2018 7:43:18 AM
08-Oct-2018 7:45:39 AM
08-Oct-2018 7:46:52 AM
08-Oct-2018 7:47:17 AM
08-Oct-2018 8:14:45 AM
08-Oct-2018 8:18:47 AM
17-Oct-2018 6:01:23 PM
29-Jan-2019 12:53:31 AM
11-Apr-2019 6:24:18 PM
15-May-2019 6:46:35 PM
19-May-2019 11:49:00 PM
20-May-2019 1:02:54 PM
20-May-2019 1:33:57 PM
21-May-2019 10:34:05 AM
21-May-2019 2:46:45 PM
21-May-2019 4:19:59 PM
21-May-2019 4:51:52 PM
21-May-2019 4:53:57 PM
21-May-2019 5:02:46 PM
21-May-2019 5:22:33 PM
21-May-2019 5:57:44 PM
22-May-2019 1:51:46 PM

Age (months)
13

O O O O O O O O OO © O O Fr & N N N N N NN ©
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3.11 - Domain DNS

This section contains a listing of all IP addresses and hostnames from DNS, with conflicting entries highlighted in red.

10.218.3.11 hvserv.corp.myco.com
10.218.3.12 myco-dc01.corp.myco.com
10.218.3.12 corp.myco.com

10.218.3.13 myco-dc02.corp.myco.com
10.218.3.13 corp.myco.com

10.218.3.14 app0l.corp.myco.com
10.218.3.15 exch01.corp.myco.com
10.218.3.16 fserv-02.corp.myco.com
10.218.3.17 sql01.corp.myco.com
10.218.3.19 wrkstn-fOm1027.corp.myco.com
10.218.3.20 wrkstn-ulk3naf.corp.myco.com
10.218.3.21 sql02.corp.myco.com
10.218.3.22 wrkstn-85bjgjt.corp.myco.com
10.218.3.24 wrkstn-534ms45.corp.myco.com
10.218.3.100 wrkstn-hn95p9q.corp.myco.com
10.218.3.102 mswin10-1.corp.myco.com
10.218.3.103 win8-2.corp.myco.com
10.218.3.104 wrkstn-4pf2icp.corp.myco.com
10.218.3.105 win8-1.corp.myco.com
10.218.3.106 wrkstn-féckerg.corp.myco.com
10.218.3.107 win8-3.corp.myco.com
10.218.3.108 mswin10-2.corp.myco.com
10.218.3.110 win8-4.corp.myco.com
10.218.3.111 win7-1.corp.myco.com
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10.218.3.112 wrkstn-rb3lbp3.corp.myco.com
10.218.3.113 mswin10-3.corp.myco.com
10.218.3.114 mswin10-4.corp.myco.com
10.218.3.115 win7-2.corp.myco.com
10.218.3.116 wrkstn-09upspo.corp.myco.com
10.218.3.119 wrkstn-bdijfflg.corp.myco.com
10.218.3.120 wrkstn-mjod0I9.corp.myco.com
10.218.3.139 wrkstn-35egqcc.corp.myco.com
10.218.3.142 backupO1.corp.myco.com
10.218.3.144 wrkstn-ma551pf.corp.myco.com
10.218.3.146 wrkstn-lifrcfu.corp.myco.com
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4 - Non AID Devices
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This section contains a listing of all devices which were not joined to a domain or workgroup.

IP Address
10.218.3.101

10.218.3.109
10.218.3.117
10.218.3.118
10.218.3.121
10.218.3.123
10.218.3.127
10.218.3.130
10.218.3.131
10.218.3.135
10.218.3.136
10.218.3.138
10.218.3.141
10.218.3.150

10.218.3.255

Computer Name
WGWIN7-1

WGWIN8-2
WGWIN10-1
WGWIN10-2
WGWIN8-1

RPAPPSRV-06SI
WGWIN7-2

PROPRIETARY & CONFIDENTIAL

Listening Port(s)
RDP (3389/TCP)

RDP (3389/TCP)
RDP (3389/TCP)
RDP (3389/TCP)
RDP (3389/TCP)

SSH (22/TCP)
SSH (22/TCP)
SSH (22/TCP)
SSH (22/TCP)
SSH (22/TCP)
SSH (22/TCP)

HTTPS (443/TCP), RDP (3389/TCP)
RDP (3389/TCP)
SSH (22/TCP), HTTP (80/TCP), HTTPS

(443/TCP)

Device Type
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5 - Servers

This section and corresponding sub-sections contain a comprehensive listing of servers by type, which are then categorized by domain or workgroup
membership.

5.1 - MS SQL Servers

CORP.MYCO.COM
MS SQL Server Name Instance Version # of Databases Active SQL Agent Jobs?
SQLO02 RDTESTSQL 13.0.1601.5 <unknown> <unknown>

5.2 - Web Servers

CORP.MYCO.COM

IP Address Web Server Name Listening Port(s) Server Type
10.218.3.16 FSERV-02 80/TCP, 443/TCP

No Domain

IP Address Web Server Name Listening Port(s) Server Type
10.218.3.138 RPAPPSRV-06SI 443/TCP

10.218.3.150 80/TCP, 443/TCP

5.3 - Time Servers
Domain: CORP.MYCO.COM

Time Server Name IP Address
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Time Server Name IP Address
MYCO-DC02 ‘ 10.218.3.13

5.4 - Exchange Servers

No Exchange Servers were discovered.

5.5 - DHCP Servers

CORP.MYCO.COM
IP Address(es) Server Name Errors (last 24 hours)
10.218.3.13 dc02.corp.myco.com

5.6 - Hyper-V Servers

CORP.MYCO.COM
Hyper-V Guest Information
Host Name State Operating System Notes

BACKUPO1 UA-RFT Running RecoveryOS release 6.5 (Final)
(Windows Server 2016
Standard)
HVSERV RPAPPSRV-06SI Running Windows 8.1 Pro
(Windows Server 2016 RPAPPSRV-28LV Running CentOS Linux
Standard) RPAPPSRV-3WR Running  CentOS Linux

RPAPPSRV-49NG Running CentOS Linux

RPAPPSRV-570U Running CentOS Linux

RPAPPSRV-87PJ Running CentOS Linux

RPAPPSRV-98FC Running CentOS Linux

RPAPPSRV-0570VR (0]

RPAPPSRV-180D Off
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R Hyper-V Guest Information
oS Name State Operating System Notes
RPAPPSRV-29KJ Off
RPAPPSRV-40ZF Off
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6 - Printers

This section contains a listing of all printers categorized by a combination of domain or workgroup membership and method of access. Alerts for SNMP-
enabled printers are also displayed in red.

No printers were discovered.
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7 - Network Shares

This section contains a listing of all network shares categorized first by domain or workgroup membership, and then by machine.

CORP.MYCO.COM

APPO1 \\APPO1\ADMIN$, \APPO1\C$, \APPO1\IPC$

BACKUPO1 \\BACKUPO1\ADMIN$, \BACKUPO01\C$, \BACKUP01\H$, \BACKUPO1\IPC$, \BACKUPO01\U$

MYCO-DCO01 \\MYCO-DCO01\ADMIN$, \MYCO-DCO01\C$, \MYCO-DCO01\IPC$, \MYCO-DCO1\NETLOGON, \MYCO-DC01\SYSVOL

MYCO-DC02 \\MYCO-DC02\ADMIN$, \MYCO-DCO02\C$, \MYCO-DCO02\IPC$, \MYCO-DCO2\NETLOGON, \MYCO-DC02\SYSVOL

WRKSTN-09UPSPO \\WRKSTN-09UPSPO\ADMIN$, \WRKSTN-09UPSPO\C$, \WRKSTN-09UPSPO\IPC$

WRKSTN-35EGQCC \WRKSTN-35EGQCC\ADMINS, \WRKSTN-35EGQCC\C$, \WRKSTN-35EGQCC\IPC$, \WRKSTN-35EGQCC\print$

WRKSTN-4PF2ICP \\WRKSTN-4PF2ICP\ADMINS$, \WRKSTN-4PF2ICP\C$, \WRKSTN-4PF2ICP\IPC$

WRKSTN-534MS45 \\WRKSTN-534MS45\ADMINS$, \WRKSTN-534MS45\C$, \WWRKSTN-534MS45\IPC$

WRKSTN-85BJGJT \\WRKSTN-85BJGJT\ADMINS$, \WRKSTN-85BJGJT\CS$, \WRKSTN-85BJGJT\IPC$

WRKSTN-BDJFFLG \\WRKSTN-BDJFFLG\ADMINS$, \WRKSTN-BDJFFLG\C$, \WRKSTN-BDJFFLG\IPC$

WRKSTN-FOM1027 \\WRKSTN-FOM1027\ADMIN$, \WRKSTN-FOM1027\C$, \WRKSTN-FOM1027\IPC$

WRKSTN-F6CKERQ \WRKSTN-F6CKERQ\ADMINS$, \WRKSTN-F6CKERQ\C$, \WRKSTN-F6CKERQ\IPCS$

WRKSTN-HN95P9Q \\WRKSTN-HN95P9Q\ADMINS$, \WRKSTN-HN95P9Q\C$, \WRKSTN-HN95P9Q\IPC$

WRKSTN-LIFRCFU \\WRKSTN-LIFRCFU\ADMINS$, \WRKSTN-LIFRCFU\C$, \WRKSTN-LIFRCFU\IPC$

WRKSTN-MAS51PF \\WRKSTN-MA551PF\ADMINS$, \WRKSTN-MA551PF\C$, \WRKSTN-MA551PF\IPC$

WRKSTN-MJODOL9 \\WRKSTN-MJODOL9\ADMINS$, \WRKSTN-MJODOL9\C$, \WRKSTN-MJODOLO\IPC$

WRKSTN-RB3LBP3 \\WRKSTN-RB3LBP3\ADMIN$, \WRKSTN-RB3LBP3\C$, \WRKSTN-RB3LBP3\IPC$

WRKSTN-U1K3NAF \WRKSTN-U1K3NAF\ADMINS$, \WRKSTN-U1K3NAF\C$, \WRKSTN-U1K3NAFR\IPC$

EXCHO1 \\EXCHO1\ADMIN$, \EXCHO01\C$, \EXCHO1\IPC$

FSERV-02 \\FSERV-02\ADMIN$, \FSERV-02\Accounting, \FSERV-02\C$, \FSERV-02\D$, \\FSERV-02\Human Resources, \FSERV-
02\IPC$, \FSERV-02\Operations, \\FSERV-02\Test Data, \\FSERV-02\Work Folders

HVSERV \\HVSERV\ADMIN$, \HVSERV\C$, \HVSERV\H$, \HVSERW\IPC$
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MSSQL-03 \\MSSQL-03\ADMIN$, \MSSQL-03\C$, \MSSQL-03\IPC$

SQL02 \SQLO2\ADMIN$, \SQL02\C$, \SQLO2\DEVTESTSQL, \SQL02\IPC$, \SQL02\S$
MSWIN10-1 \\MSWIN10-1\ADMIN$, \MSWIN10-1\C$, \MSWIN10-1\IPC$

MSWIN10-2 \\MSWIN10-2\ADMIN$, \MSWIN10-2\C$, \MSWIN10-2\IPC$

MSWIN10-3 \\MSWIN10-3\ADMINS$, \MSWIN10-3\C$, \MSWIN10-3\IPC$

MSWIN10-4 \\MSWIN10-4\ADMIN$, \MSWIN10-4\C$, \MSWIN10-4\IPC$

MSWIN7-1 \\MSWIN7-1\ADMIN$, \MSWIN7-1\C$, \MSWIN7-1\IPC$

MSWIN7-2 \\MSWIN7-2\ADMIN$, \MSWIN7-2\C$, \MSWIN7-2\IPC$

MSWINS8-1 \\MSWIN8-1\ADMIN$, \MSWIN8-1\C$, \MSWIN8-1\IPC$

MSWIN8-2 \\MSWIN8-2\ADMIN$, \MSWIN8-2\C$, \MSWIN8-2\IPC$

MSWIN8-3 \\MSWIN8-3\ADMIN$, \MSWIN8-3\C$, \MSWIN8-3\IPC$

MSWIN8-4 \\MSWIN8-4\ADMIN$, \MSWIN8-4\C$, \MSWIN8-4\IPC$

No Domain

\\10.218.3.150\IPC$, \\10.218.3.150\baremetals, \\10.218.3.150\hyperv_instant_recovery, \\10.218.3.150\read_only,
\\10.218.3.150\samba, \\10.218.3.150\virtual_failover, \\10.218.3.150\windows_agents
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8 - Major Applications

This section contains a listing of major applications with corresponding version numbers and the number of computers the application was detected on.
Applications that appear on more than three computers are highlighted in gray for easy recognition.

Domain corp.myco.com

Windows Applications

Application Name Version # Computers Computers
Active Directory Authentication Library for SQL Server ‘ 15.0 1 SQL02

Browser for SQL Server 2016 ‘ 13.0 1 SQLO02

Google Chrome ‘ 74.0 1 BACKUPO1
Intel(R) Processor Graphics ‘ 20.19 1 BACKUPO1
Microsoft .NET Framework 4.7.2 ‘ 4.7 2 WIN7-1, WIN7-2
Microsoft Help Viewer 1.1 ‘ 11 1 SQL02
Microsoft Help Viewer 2.3 |2.3 1 SQL02
Microsoft MPI (7.0.12437.8) 7.0 1 SQLO2
Microsoft ODBC Driver 13 for SQL Server ‘ 13.0 1 SQLO02
Microsoft ODBC Driver 17 for SQL Server ‘ 17.3 1 SQL02
Microsoft OLE DB Driver for SQL Server ‘ 18.2 1 SQLO02
Microsoft SQL Server 2008 Setup Support Files ‘ 10.3 1 SQL02
Microsoft SQL Server 2012 Native Client ‘ 11.4 1 SQLO02
Microsoft SQL Server 2016 (64-bit) ‘ 1 SQLO2
Microsoft SQL Server 2016 Setup (English) ‘ 13.0 1 SQL02
Microsoft SQL Server 2016 T-SQL Language Service ‘ 13.0 1 SQLO02
Microsoft SQL Server 2016 T-SQL ScriptDom ‘ 13.0 1 SQLO02
Microsoft SQL Server Data-Tier Application Framework (x86) ‘ 13.0 1 SQLO02
Microsoft SQL Server Management Studio - 18.0 ‘ 15.0 1 SQLO02
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Application Name Version # Computers Computers
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 ‘ 10.0 1 SQLO02

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 ‘ 10.0 1 SQLO02

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501 ‘ 12.0 1 SQLO02

Microsoft Visual C++ 2017 Redistributable (x64) - 14.16.27029 ‘ 14.16 1 SQL02

Microsoft Visual C++ 2017 Redistributable (x86) - 14.16.27029 ‘ 14.16 1 SQL02

Microsoft Visual Studio Tools for Applications 2015 ‘ 14.0 1 SQL02

Microsoft Visual Studio Tools for Applications 2015 Language Support ‘ 14.0 1 SQL02

Microsoft Visual Studio Tools for Applications 2017 ‘ 15.0 1 SQLO02

Microsoft VSS Writer for SQL Server 2016 ‘ 13.0 1 SQLO02

PUTTY release 0.70 (64-bit) ‘ 0.70 1 BACKUPO1

ScreenConnect Client (2872323bbe412f4c) ‘ 6.0 3 BACKUPO1, WIN7-1, WIN7-2
Unitrends Agent 10.3.4-1.1664_64 bit 110.3 2 WIN7-1, WIN7-2

Unitrends Volume CBT Driver 1.0.0.30.201903081546 ‘ 1.0 2 WIN7-1, WIN7-2
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This section contains the patching status of computers determined through the Microsoft Baseline Security Analyzer and Windows Update. MBSA gathers
data through a remote scan and looks primarily for Security Updates. Windows Update checks the local computer for all non-hidden updates. Missing updates
in both areas are highlighted in red. Security and critical updates are bolded.

Windows Updates

IP Address
10.218.3.14

10.218.3.142

10.218.3.12
10.218.3.13
10.218.3.139
10.218.3.104
10.218.3.24
10.218.3.22
10.218.3.119
10.218.3.106
10.218.3.100
10.218.3.146
10.218.3.144
10.218.3.120
10.218.3.112
10.218.3.20
10.218.3.15

Computer Name
APPO1

BACKUPO1

MYCO-DCO01
MYCO-DC02
WRKSTN-35EGQCC
WRKSTN-4PF2ICP
WRKSTN-534MS45
WRKSTN-85BJGJT
WRKSTN-BDJFFLG
WRKSTN-F6CKERQ
WRKSTN-HN95P9Q
WRKSTN-LIFRCFU
WRKSTN-MA551PF
WRKSTN-MJODOL9
WRKSTN-RB3LBP3
WRKSTN-U1K3NAF
EXCHO1

PROPRIETARY & CONFIDENTIAL

Issue
Definition Updates, Windows Defender

Updates, Windows Server 2016
Definition Updates, Windows Defender

Drivers, Windows Server 2016 and Later
Servicing Drivers

Updates, Windows Server 2016
Updates, Windows Server 2016
Updates, Windows Server 2016

no issues

no issues

no issues

no issues

no issues

no issues

no issues

no issues

no issues

no issues

Definition Updates, Windows Defender
no issues

Updates, Windows Server 2012 R2

Result

Failed (non-critical)
Failed (non-critical)
Failed (non-critical)
Failed (non-critical)

Failed (non-critical)
Failed (non-critical)
Failed (non-critical)
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Passed
Failed (non-critical)
Passed

Failed (non-critical)

Assessment

1 update is missing.
1 update is missing.
1 update is missing.

6 updates are missing.

2 updates are missing.

1 update is missing.

1 update is missing.

No updates missing.
No updates missing.
No updates missing.
No updates missing.
No updates missing.
No updates missing.
No updates missing.
No updates missing.
No updates missing.

No updates missing.

1 update is missing.

No updates missing.

1 update is missing.
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IP Address
10.218.3.16

10.218.3.11

10.218.3.17
10.218.3.21

10.218.3.102
10.218.3.108
10.218.3.113
10.218.3.105

10.218.3.103

10.218.3.107

10.218.3.110

10.218.3.116

10.218.3.111
10.218.3.115

Computer Name
FSERV-02

HVSERV

MSSQL-03
SQLO02

MSWIN10-1
MSWIN10-2
MSWIN10-3
MSWIN8-1

MSWIN8-2
MSWIN8-3
MSWIN8-4
WRKSTN-09UPSPO

MSWIN7-1
MSWIN7-2

PROPRIETARY & CONFIDENTIAL

Issue
Definition Updates, Windows Defender

Updates, Windows Server 2016
Definition Updates, Windows Defender
Updates, Windows Server 2016
Updates, Windows Server 2012 R2
Feature Packs, Silverlight

Microsoft SQL Server 2016, Security
Updates

Microsoft SQL Server 2016, Service Packs
Updates, Windows Server 2016
Definition Updates, Windows Defender
no issues

no issues

Definition Updates, Windows Defender
Updates, Windows 8.1

Definition Updates, Windows Defender
Updates, Windows 8.1

Definition Updates, Windows Defender
Updates, Windows 8.1

Updates, Windows 8.1

no issues

no issues

no issues

Result

Failed (non-critical)
Failed (non-critical)
Failed (non-critical)
Failed (non-critical)
Failed (non-critical)
Failed (non-critical)
Failed (critical)

Failed (non-critical)
Failed (non-critical)
Failed (non-critical)
Passed
Passed
Failed (non-critical)
Failed (non-critical)
Failed (non-critical)
Failed (non-critical)
Failed (non-critical)
Failed (non-critical)
Failed (non-critical)
Passed
Passed
Passed

Full Detail Report

CYBER RISK ASSESSMENT

Assessment

1 update is missing.
1 update is missing.
1 update is missing.
1 update is missing.
1 update is missing.

1 update is missing.

1 security update is missing.

1 update is missing.
1 update is missing.
1 update is missing.
No updates missing.
No updates missing.
1 update is missing.
1 update is missing.
1 update is missing.
1 update is missing.
1 update is missing.
1 update is missing.
1 update is missing.
No updates missing.
No updates missing.
No updates missing.
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10 - Endpoint Security and Backup

This section contains a listing of detected anti-virus, anti-spyware, firewall, and backup information as detected through Securitz Center and/or Installed
Services for major vendors. This list is categorized by domain or workgroup membership.

The 'Name' column contains either the name of the product, None indicating the that machine returned information but no product was found, or <empty>
indicating that information was not obtainable. Additionally, a status of v indicates 'yes', [J indicates 'no’, or <empty> indicates that a status was not available.

CORP.MYCO.COM
Anti-virus Anti-spyware Firewall Backup
Computer Name
P On Current On Current INEIN Current
APPO1 Windows Windows Windows None
Defender Defender Firewall
BACKUPO1 Windows Windows Windows None
Defender Defender Firewall
MYCO-DCO1 Windows Windows Windows None
Defender Defender Firewall
MYCO-DCO02 Windows Windows Windows None
Defender Defender Firewall
WRKSTN-09UPSPO Windows Windows Windows None
Defender Defender Firewall
WRKSTN-35EGQCC T e Windows Windows None
Defender Defender Firewall
WRKSTN-4PF2ICP Windows Windows Windows None
Defender Defender Firewall
WRKSTN-534MS45 Windows Windows Windows None
Defender Defender Firewall
WRKSTN-85BJGJT Windows Windows Windows None
Defender Defender Firewall
WRKSTN-BDJFFLG ‘ T e Windows Windows None

PROPRIETARY & CONFIDENTIAL

Page 41 of 126



Y CATALYST

S
B

L
’// Innovating how IT is delivered.”

Computer Name

Anti-spyware

Firewall

Full Detail Report

CYBER RISK ASSESSMENT

WRKSTN-FOM1027

WRKSTN-F6CKERQ

WRKSTN-HN95P9Q

WRKSTN-LIFRCFU

WRKSTN-MAS551PF

WRKSTN-MJODOL9

WRKSTN-RB3LBP3

WRKSTN-U1K3NAF

EXCHO1

FSERV-02

HVSERV

MSSQL-03

SQLO2

‘ Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Microsoft
Security
Essentials

Windows
Defender

Windows
Defender

Microsoft
Security
Essentials

Windows
Defender

PROPRIETARY & CONFIDENTIAL

Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Microsoft
Security
Essentials

Windows
Defender

Windows
Defender

Microsoft
Security
Essentials

Windows
Defender

Firewall

1] .
Windows
Firewall

] .
Windows
Firewall

] .
Windows
Firewall

Windows
Firewall

1] .
Windows
Firewall

=] .
Windows
Firewall

] .
Windows
Firewall

Windows
Firewall

1] .
Windows
Firewall

] .
Windows
Firewall

] .
Windows
Firewall

] .
Windows
Firewall

i i) .
Windows
Firewall

None

None

None

None

None

None

None

None

None

None

None

None

None

Current
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Anti-spyware

Firewall

Full Detail Report

CYBER RISK ASSESSMENT

MSWIN10-1

MSWIN10-2

MSWIN10-3

MSWIN10-4

MSWIN7-1

MSWIN7-2

MSWIN8-1

MSWIN8-2

MSWIN8-3

MSWIN8-4

Windows
Defender
Windows
Defender
Windows
Defender
Windows
Defender
Windows
Defender
Windows
Defender
Windows
Defender
Windows
Defender

Windows
Defender

Windows
Defender
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Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

Windows
Defender

% )
Windows
Firewall

) .
Windows
Firewall

iy .
Windows
Firewall

% )
Windows
Firewall

‘-'|'. .
Windows
Firewall

) .
Windows
Firewall

iy .
Windows
Firewall

) .
Windows
Firewall

% .
Windows
Firewall

% )
Windows
Firewall

None

None

None

None

None

None

None

None

None

None

Current
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11 - Remote Listening Ports

This section contains a list of common ports/protocols assessed, and is categorized by domain or workgroup membership. Items with a red check indicate a
potential risk.

CORP.MYCO.COM

DNS HTTP HTTPS RDP
IP Address Computer Name (53/TC (80/TC (443IT (3389/

P) P) CP) TCP)

10.218.3.11 HVSERV v
10.218.3.12 MYCO-DCO01 v
10.218.3.13 MYCO-DC02 v
10.218.3.16 FSERV-02 v
10.218.3.17 MSSQL-03 4
10.218.3.19 WRKSTN-FOM1027 v
10.218.3.21 SQL02 v
10.218.3.22 WRKSTN-85BJGJT v
10.218.3.24 WRKSTN-534MS45 v
10.218.3.100 WRKSTN-HN95P9Q v
10.218.3.104 WRKSTN-4PF2ICP v
10.218.3.106 WRKSTN-F6CKERQ v
10.218.3.108 MSWIN10-2 v
10.218.3.112 WRKSTN-RB3LBP3 v
10.218.3.113 MSWIN10-3 v
10.218.3.114 MSWIN10-4 v
10.218.3.116 WRKSTN-09UPSPO v
10.218.3.119 WRKSTN-BDJFFLG v
10.218.3.120 WRKSTN-MJODOL9 v
10.218.3.139 WRKSTN-35EGQCC v
10.218.3.142 BACKUPO1 v
No Domain

PROPRIETARY & CONFIDENTIAL
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SSH HTTP HTTPS RDP

IP Address Computer Name (22/ITC (80/TC (443IT (3389/
P) P) CP) TCP)

10.218.3.101 WGMSWIN7-1 v

10.218.3.109 WGMSWIN8-2 v

10.218.3.117 WGMSWIN10-1 v

10.218.3.118 WGMSWIN10-2 v

10.218.3.121 WGMSWINS8-1 v

10.218.3.123 v

10.218.3.127 v

10.218.3.130 v

10.218.3.131 v

10.218.3.135 v

10.218.3.136 v

10.218.3.138 RPAPPSRV-06SI v v

10.218.3.141 WGMSWIN7-2 v

10.218.3.150 v v v
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12 - Internet Access

This section lists the latency between the computer and both Google and Yahoo, as well as a trace route to Google for further diagnostics if needed.

Internet Access

Latency Tests:
Retrieval time for Google.com: 88 ms
Retrieval time for Yahoo.com: 296 ms

Internet trace route to Google.com:
Tracing route to www.google.com [172.217.2.68] over a maximum of 30 hops:

1230 ms10.218.3.1

2344 ms172.16.0.14

3481 ms10.1.10.1

4179 ms96.120.4.237

5236 ms96.110.192.137

6589 ms68.85.109.81

7327 msae-29-ar01.b0Oatlanta.ga.atlanta.comcast.net [162.151.88.217]
81191 msbe-7725-cr02.56marietta.ga.ibone.comcast.net [68.86.93.125]
91108 mshe-11486-pe03.56marietta.ga.ibone.comcast.net [68.86.85.254]
10601 ms50.208.232.10

11277 ms108.170.249.162

12370 ms216.239.59.153

131049 ms74.125.252.71

14140 ms108.170.231.85

15215 ms108.170.253.1

16827 ms216.239.59.71

17176 msord08s13-in-f4.1e100.net [172.217.2.68]

Trace complete.
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13 - External Security Vulnerabilities

This section contains an overview of external vulnerabilities detected during the scan, with items in red indicating a risk.

External IP Address Risk High Risk Medium Risk Low Risk Port and Protocol
99.72.98.42 (99-72-98-42-static.hfc.comcastbusiness.net) Low 0 0 0
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Appendix I: Detailed Computer Analysis

This section provides additional information on the servers, workstations, and devices in this report. Details are obtained via RPC, WMI or local scan.

CORP.MYCO.COM
Computer Name Operating System CPU RAM Analysis
APPO1 Windows Server 2016 Intel(R) 8192 MB Last 5 System Error Msgs:
Standard Xeon(R) CPU 5-25-2019 3:27:37 AM 10028 DCOM was unable to communicate with the computer 10.218.3.254
L5639 @ using any of the configured protocols; requested by PID 1054 (C:\Windows\RPAPPSRV-
2.13GHz 87PJ\bin\push\WmiDispatcherCmdLine.exe).

5-25-2019 3:27:34 AM 10028 DCOM was unable to communicate with the computer 10.218.3.253
using any of the configured protocols; requested by PID 1054 (C:\Windows\RPAPPSRV-
87PJ\bin\push\WmiDispatcherCmdLine.exe).

5-25-2019 3:27:29 AM 10028 DCOM was unable to communicate with the computer 10.218.3.251
using any of the configured protocols; requested by PID 1054 (C:\Windows\RPAPPSRV-
87PJ\bin\push\WmiDispatcherCmdLine.exe).

5-25-2019 3:27:29 AM 10028 DCOM was unable to communicate with the computer 10.218.3.252
using any of the configured protocols; requested by PID 1054 (C:\Windows\RPAPPSRV-
87PJ\bin\push\WmiDispatcherCmdLine.exe).

5-25-2019 3:27:28 AM 10028 DCOM was unable to communicate with the computer 10.218.3.249
using any of the configured protocols; requested by PID 1054 (C:\Windows\RPAPPSRV-
87PJ\bin\push\WmiDispatcherCmdLine.exe).

Last 5 Application Error Msgs:

5-13-2019 6:55:34 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 10.0.14393.2636, time stamp:
Ox5bda7edc Exception code: 0xe0434352 Fault offset: 0x0000000000034048 Faulting process id:
0x1338 Faulting application start time: 0x01d509def7c05989 Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\System32\KERNELBASE.dIl Report Id: cce5ee4dc-e418-4b2c-a26b-7c5fd2d51d42
Faulting package full name: Faulting package-relative application ID:

5-13-2019 6:55:34 PM 1026 Application: nacmdline.exe Framework Version: v4.0.30319 Description:
The process was terminated due to an unhandled exception. Exception Info:
System.MissingMethodException at DataCollectorGui.CollectionManager.StartLdcCollection() at
System.Threading.ExecutionContext.Runinternal(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
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Computer Name Operating System CPU RAM Analysis

System.Threading.ContextCallback, System.Object) at System.Threading.ThreadHelper.ThreadStart()
5-12-2019 6:55:33 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 10.0.14393.2636, time stamp:
Ox5bda7edc Exception code: 0xe0434352 Fault offset: 0x0000000000034048 Faulting process id:
0x1824 Faulting application start time: 0x01d50915cc9309e3 Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\System32\KERNELBASE.dIl Report Id: 58318179-8613-4c5a-a8b2-64alae9e0df5
Faulting package full name: Faulting package-relative application ID:

5-12-2019 6:55:33 PM 1026 Application: nacmdline.exe Framework Version: v4.0.30319 Description:
The process was terminated due to an unhandled exception. Exception Info:
System.MissingMethodException at DataCollectorGui.CollectionManager.StartLdcCollection() at
System.Threading.ExecutionContext.Runinternal(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object) at System.Threading.ThreadHelper.ThreadStart()
5-11-2019 6:55:28 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 10.0.14393.2636, time stamp:
Ox5bda7edc Exception code: 0xe0434352 Fault offset: 0x0000000000034048 Faulting process id:
0x102c Faulting application start time: 0x01d5084c9f37f35a Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\System32\KERNELBASE.dIl Report Id: 42afb80c-d9f9-47ec-9f19-60e4474a9007 Faulting
package full name: Faulting package-relative application ID:

Disk Capacity:

C: 74.45 GB, 59.83 GB free, 19.64% used

Service Tag:

4578-7829-1700-5829-3639-9845-73

CPU Count:

1

CPU Core Count:

2

Windows Key:

6DQBR-MN24F-GKG2G-WYFRD-YBJT4

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3968 Mb-unknown MHz

MO0002 : Unknown-Unknown-4224 Mb-unknown MHz

Additional 1 virtual memory slot

CPUs:
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Computer Name Operating System CPU RAM Analysis
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU0-2
NICs:
00:15:5D:01:0A:1F : 10.218.3.14;fe80::8838:46d8:ada5:22d8-netvsc-[00000000] Microsoft Hyper-V
Network Adapter

: -kdnic-[00000001] Microsoft Kernel Debug Network Adapter
: -tunnel-[00000003] Microsoft ISATAP Adapter
DEP:

On for All programs and services except those | select
OS Manufacturer:

Microsoft Corporation

OS Version:

10.0.14393 unknown (Build 14393)

OS Caption:

Microsoft Windows Server 2016 Standard

OS Architecture:

64-bit

OS Virtual Memory:

9472 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

10/8/2018 9:13:47 AM

PAE Enabled:

True

Active Anti-virus: Windows Defender

Active Anti-spyware: Windows Defender

Active Firewall: Windows Firewall

BACKUPO1 Windows Server 2016 Intel(R) 12288 Last 5 System Error Msgs:
Standard Core(TM) i5- MB 5-25-2019 2:30:50 AM 36874 An TLS 1.0 connection request was received from a remote client
4570T CPU @ application, but none of the cipher suites supported by the client application are supported by the
2.90GHz server. The TLS connection request has failed.

5-25-2019 2:30:49 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 2:30:49 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-24-2019 12:14:21 AM 36874 An TLS 1.0 connection request was received from a remote client
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Computer Name Operating System CPU RAM Analysis

application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-24-2019 12:14:20 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

Last 5 Application Error Msgs:

5-14-2019 8:04:52 PM 3221226480 The Open Procedure for service "BITS" in DLL
"C:\Windows\System32\bitsperf.dll" failed. Performance data for this service will not be available. The
first four bytes (DWORD) of the Data section contains the error code.

5-10-2019 6:57:02 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 10.0.14393.2848, time stamp:
0x5c7f626e Exception code: Oxe0434f4d Fault offset: 0x0000000000034078 Faulting process id:
Oxal4 Faulting application start time: 0x01d50783aac65ad5 Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\System32\KERNELBASE.dIl Report Id: bd2fd0d6-ch70-4606-a5ea-e2ec8d2aa5cf Faulting
package full name: Faulting package-relative application ID:

5-8-2019 6:56:58 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 10.0.14393.2848, time stamp:
0x5c7f626e Exception code: Oxe0434f4d Fault offset: 0x0000000000034078 Faulting process id:
0x628 Faulting application start time: 0x01d505f155462311 Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\System32\KERNELBASE.dIl Report Id: 43826959-f0ad-4684-b620-92b9eb31a92b
Faulting package full name: Faulting package-relative application ID:

5-6-2019 6:56:57 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 10.0.14393.2848, time stamp:
0x5c7f626e Exception code: Oxe0434f4d Fault offset: 0x0000000000034078 Faulting process id:
0x9c0 Faulting application start time: 0x01d5045eff6f8b2d Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\System32\KERNELBASE.dIl Report Id: 16f0a8c2-a78c-4721-96d4-bfd8c62d2408 Faulting
package full name: Faulting package-relative application ID:

5-6-2019 11:49:13 AM 1000

Scheduled Tasks:

GoogleUpdateTaskMachineCore

GoogleUpdateTaskMachineUA

Remote Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 126.96 GB, 106.47 GB free, 16.14% used

H: 338.31 GB, 310.5 GB free, 8.22% used

U: 5588.83 GB, 790.57 GB free, 85.85% used

Service Tag:
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Computer Name Operating System CPU RAM Analysis

MJ0339CT

CPU Count:

1

CPU Core Count:

2

Windows Key:

6DQBR-MN24F-GKG2G-WYFRD-YBJT4

Other License Keys:

GFX {FOE3AD40-2BBD-4360-9C76-BOACOA5886EA}

Internet Explorer 00377-70192-01913-AA741 (BBBBB-BBBBB-BBBBB-BBBBB-BBBBB)
PowerShell 89383-100-0001260-04309

Windows Server 2016 Standard 00377-70192-01913-AA741 (6DQBR-MN24F-GKG2G-WYFRD-
YBJT4)

Make and Model:

LENOVO/10AB0010US

Memory Banks:

ChannelA-DIMMO : SODIMM-Synchronous-4096 Mb-1600 MHz

ChannelB-DIMMO : SODIMM-Synchronous-8192 Mb-1333 MHz

<slot available>

CPUs:

Intel(R) Core(TM) i5-4570T CPU @ 2.90GHz : CPU0-2

System Slots:

System Slot0 : J6B2-In Use-OK

System Slotl : J6B1-In Use-OK

System Slot2 : J6D1-In Use-OK

System Slot3 : J7B1-In Use-OK

NICs:

00:23:24:9E:A7:76 : -eliexpress-[00000000] Intel(R) Ethernet Connection 1217-LM
: -kdnic-[00000001] Microsoft Kernel Debug Network Adapter

: -tunnel-[00000002] Microsoft ISATAP Adapter

: -VMSMP-[00000003] Hyper-V Virtual Switch Extension Adapter
00:23:24:9E:A7:76 : 10.218.3.142;fe80::3990:1477:6523:5e5-VMSMP-[00000004] Hyper-V Virtual
Ethernet Adapter

: -tunnel-[00000005] Microsoft ISATAP Adapter

: -tunnel-[00000006] Microsoft Teredo Tunneling Adapter

DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

10.0.14393 unknown (Build 14393)
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OS Caption:

Microsoft Windows Server 2016 Standard
OS Architecture:

64-bit

OS Virtual Memory:

14048 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

10/11/2018 10:54:14 AM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

MYCO-DCO01 Windows Server 2016 Intel(R) 3072 MB Last 5 System Error Msgs:
Standard Xeon(R) CPU 5-25-2019 1:47:01 PM 10016 The application-specific permission settings do not grant Local Activation
L5639 @ permission for the COM Server application with CLSID {D63B10C5-BB46-4990-A94F-E40B9D520160}
2.13GHz and APPID {9CA88EE3-ACB7-47C8-AFC4-AB702511C276} to the user NT AUTHORITY\NETWORK

SERVICE SID (S-1-5-20) from address LocalHost (Using LRPC) running in the application container
Unavailable SID (Unavailable). This security permission can be modified using the Component
Services netuseristrative tool.

5-25-2019 1:54:55 AM 2147483671 The KDC received invalid messages of type changepassword.
5-25-2019 1:53:23 AM 36874 An TLS 1.0 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 1:53:23 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 1:53:23 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

Last 5 Application Error Msgs:

5-25-2019 1:47:02 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-

d6ec3f16059f; Skuld=afd55ac6-d0b0-4812-9047-

6c756d82bedf;NotificationInterval=1440; Trigger=TimerEvent

PROPRIETARY & CONFIDENTIAL Page 53 of 126



Y CATALYST

y 4 - — i Full Detail Report
Innovating how IT is delivered. CYBER RISK ASSESSMENT

Computer Name Operating System CPU RAM Analysis

5-24-2019 1:47:02 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=afd55ac6-d0b0-4812-9047-
6c756d82bedf;NotificationInterval=1440; Trigger=TimerEvent

5-23-2019 1:47:01 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=afd55ac6-d0b0-4812-9047-
6c756d82bedf;NotificationInterval=1440;Trigger=TimerEvent

5-22-2019 1:47:04 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x87E10BC6 Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=afd55ac6-d0b0-4812-9047-
6c756d82bedf;NotificationInterval=1440;Trigger=UserLogon;Sessionld=1
5-22-2019 1:46:51 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=afd55ac6-d0b0-4812-9047-
6c756d82bedf;NotificationInterval=1440; Trigger=NetworkAvailable

Scheduled Tasks:

CreateExplorerShellUnelevatedTask

Remote Listening Ports:

DNS (53/TCP)

RDP (3389/TCP)

Disk Capacity:

C: 59.45 GB, 36.76 GB free, 38.17% used

Service Tag:

1029-2506-1246-4408-4150-8136-12

CPU Count:

1

CPU Core Count:

2

Windows Key:

6DQBR-MN24F-GKG2G-WYFRD-YBJT4

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3072 Mb-unknown MHz

Additional 1 virtual memory slot

CPUs:
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Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU0-2
NICs:
00:15:5D:01:0A:0C : 10.218.3.12;fe80::3cdb:794a:a05d:eb81-netvsc-[00000000] Microsoft Hyper-V
Network Adapter

: -kdnic-[00000001] Microsoft Kernel Debug Network Adapter
: -tunnel-[00000002] Microsoft ISATAP Adapter
: -tunnel-[00000004] Microsoft Teredo Tunneling Adapter
DEP:
On for All programs and services except those | select
OS Manufacturer:
Microsoft Corporation
OS Version:
10.0.14393 unknown (Build 14393)
OS Caption:
Microsoft Windows Server 2016 Standard
OS Architecture:
64-bit
OS Virtual Memory:
4416 MB
OS System Directory:
C:\Windows\system32
OS Windows Directory:
C:\Windows
OS Install Date:
10/8/2018 9:12:58 AM
PAE Enabled:
True
Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

MYCO-DC02 Windows Server 2016 Intel(R) 2048 MB Last 5 System Error Msgs:
Standard Xeon(R) CPU 5-25-2019 2:29:08 PM 10016 The application-specific permission settings do not grant Local Activation
L5639 @ permission for the COM Server application with CLSID {D63B10C5-BB46-4990-A94F-E40B9D520160}
2.13GHz and APPID {9CA88EE3-ACB7-47C8-AFC4-AB702511C276} to the user NT AUTHORITY\NETWORK

SERVICE SID (S-1-5-20) from address LocalHost (Using LRPC) running in the application container
Unavailable SID (Unavailable). This security permission can be modified using the Component
Services netuseristrative tool.

5-25-2019 1:56:04 AM 2147483671 The KDC received invalid messages of type changepassword.
5-25-2019 1:53:41 AM 36874 An TLS 1.0 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
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server. The TLS connection request has failed.

5-25-2019 1:53:41 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 1:53:40 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

Last 5 Application Error Msgs:

5-25-2019 2:29:09 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-

d6ec3f16059f; Skuld=afd55ac6-d0b0-4812-9047-
6c756d82bedf;Notificationinterval=1440;Trigger=TimerEvent

5-24-2019 2:29:09 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=afd55ac6-d0b0-4812-9047-
6c756d82bedf;NotificationInterval=1440;Trigger=TimerEvent

5-23-2019 2:43:01 PM 1000 Faulting application name: mmc.exe, version: 10.0.14393.2608, time
stamp: 0x5bd1383b Faulting module name: ntdll.dll, version: 10.0.14393.2969, time stamp:
0x5ccd148a Exception code: 0xc0000374 Fault offset: 0x00000000000f7b43 Faulting process id:
0x100 Faulting application start time: 0x01d511958c709c88 Faulting application path:
C:\Windows\system32\mmc.exe Faulting module path: C:\Windows\SYSTEM32\ntdll.dIl Report Id:
ad64fef6-65be-49bb-a962-32f167bf0549 Faulting package full name: Faulting package-relative
application ID:

5-23-2019 2:29:08 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x87E10BC6 Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=afd55ac6-d0b0-4812-9047-
6c756d82bedf;Notificationinterval=1440;Trigger=UserLogon;Sessionld=2

5-23-2019 1:49:30 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=afd55ac6-d0b0-4812-9047-
6c756d82bedf;NatificationInterval=1440;Trigger=TimerEvent

Scheduled Tasks:

CreateExplorerShellUnelevatedTask

Remote Listening Ports:

DNS (53/TCP)

RDP (3389/TCP)

Disk Capacity:
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C: 59.45 GB, 38.51 GB free, 35.22% used

Service Tag:

7178-1805-0184-0539-8285-3692-38

CPU Count:

1

CPU Core Count:

2

Windows Key:
6DQBR-MN24F-GKG2G-WYFRD-YBJT4

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-2048 Mb-unknown MHz

Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU0-2
NICs:

00:15:5D:01:0A:1D : 10.218.3.13;fe80::d98h:5881:6edf:7779-netvsc-[00000000] Microsoft Hyper-V
Network Adapter

: -kdnic-[00000001] Microsoft Kernel Debug Network Adapter
: -tunnel-[00000002] Microsoft Teredo Tunneling Adapter
: -tunnel-[00000003] Microsoft ISATAP Adapter
DEP:

On for All programs and services except those | select
OS Manufacturer:

Microsoft Corporation

OS Version:

10.0.14393 unknown (Build 14393)

OS Caption:

Microsoft Windows Server 2016 Standard

OS Architecture:

64-bit

OS Virtual Memory:

3008 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

10/8/2018 9:13:22 AM

PAE Enabled:
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True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

WRKSTN - Windows 10 Pro Intel(R) 6144 MB Last 5 System Error Msgs:

09UPSPO Xeon(R) CPU 5-25-2019 2:15:08 AM 36874 An TLS 1.0 connection request was received from a remote client
L5639 @ application, but none of the cipher suites supported by the client application are supported by the
2.13GHz server. The TLS connection request has failed.

5-25-2019 2:15:07 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 2:15:06 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-23-2019 11:57:53 PM 36874 An TLS 1.0 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-23-2019 11:57:53 PM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

Last 5 Application Error Msgs:

5-25-2019 10:08:17 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=4de7cb65-cdfl-4de9-8ae8-

e3cce27h9f2c;Natificationinterval=1440; Trigger=TimerEvent

5-25-2019 10:08:17 AM 3221226486 Acquisition of End User License failed. hr=0xC004C003 Sku
Id=4de7ch65-cdf1-4de9-8ae8-e3cce27h9f2¢c

5-25-2019 10:08:17 AM 3221233672 License acquisition failure details. hr=0xC004C003
5-24-2019 10:08:17 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=4de7cb65-cdfl-4de9-8ae8-

e3cce27h9f2c;Natificationinterval=1440; Trigger=TimerEvent

5-24-2019 10:08:16 AM 3221226486 Acquisition of End User License failed. hr=0xC004C003 Sku
Id=4de7ch65-cdfl1-4de9-8ae8-e3cce27b9f2c

Scheduled Tasks:

OneDrive Standalone Update Task-S-1-5-21-1774120699-2740667067-3475615151-1001
OneDrive Standalone Update Task-S-1-5-21-1774120699-2740667067-3475615151-1002
OneDrive Standalone Update Task-S-1-5-21-1774120699-2740667067-3475615151-1003
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OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1118
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122
User_Feed_Synchronization-{57F17740-BE42-4AA9-BDA3-D60B1E3E6256}
Remote Listening Ports:
RDP (3389/TCP)
Disk Capacity:
C: 126.45 GB, 81.75 GB free, 35.35% used
Service Tag:
4158-8027-9494-3986-4537-4673-00
CPU Count:
1
CPU Core Count:
4
Windows Key:
VK7JG-NPHTM-C97JM-O9MPGT-3V66T
Make and Model:
Microsoft Corporation/Virtual Machine
Memory Banks:
MO0001 : Unknown-Unknown-3968 Mb-unknown MHz
MO0002 : Unknown-Unknown-2176 Mb-unknown MHz
Additional 1 virtual memory slot
CPUs:
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-4
NICs:
: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:09 : 10.218.3.116;fe80::987:2059:¢582:6¢21-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
: -RasSstp-[00000002] WAN Miniport (SSTP)
: -RasAgileVpn-[00000003] WAN Miniport (IKEv2)
: -Rasl2tp-[00000004] WAN Miniport (L2TP)
: -PptpMiniport-[00000005] WAN Miniport (PPTP)
: -RasPppoe-[00000006] WAN Miniport (PPPOE)
78:81:20:52:41:53 : -NdisWan-[00000007] WAN Miniport (IP)
78:81:20:52:41:53 : -NdisWan-[00000008] WAN Miniport (IPv6)
7A:E3:20:52:41:53 : -NdisWan-[00000009] WAN Miniport (Network Monitor)
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
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10.0.17134 unknown (Build 17134)
OS Caption:

Microsoft Windows 10 Pro

OS Architecture:

64-bit

OS Virtual Memory:

7168 MB

OS System Directory:
C:\WINDOWS\system32

OS Windows Directory:
C:\WINDOWS

OS Install Date:

5/19/2019 11:49:00 PM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: \Windows Defender
Active Firewall: Windows Firewall

WRKSTN- Windows 10 Enterprise Intel(R) 2048 MB Last 5 System Error Msgs:

35EGQCC Xeon(R) CPU 5-25-2019 2:30:33 AM 36874 An TLS 1.0 connection request was received from a remote client
L5639 @ application, but none of the cipher suites supported by the client application are supported by the
2.13GHz server. The TLS connection request has failed.

5-25-2019 2:30:32 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 2:30:31 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 1:10:22 AM 10028 DCOM was unable to communicate with the computer 10.218.3.253
using any of the configured protocols; requested by PID 17b0 (C:\WINDOWS\RPAPPSRV-
98FC\bin\push\WmiDispatcherCmdLine.exe), while activating CLSID {8BC3F05E-D86B-11D0-A075-
00C04FB68820}.

5-25-2019 1:10:22 AM 10028 DCOM was unable to communicate with the computer 10.218.3.252
using any of the configured protocols; requested by PID 17b0 (C:\WINDOWS\RPAPPSRV-
98FC\bin\push\WmiDispatcherCmdLine.exe), while activating CLSID {8BC3F05E-D86B-11D0-A075-
00C04FB68820}.

Last 5 Application Error Msgs:

5-24-2019 6:19:58 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
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d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-23-2019 6:19:58 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-22-2019 6:20:00 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-h639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440; Trigger=UserLogon;Sessionld=3

5-22-2019 6:07:46 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfecc0;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440; Trigger=NetworkAvailable

5-22-2019 6:00:23 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c¢92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=UserLogon;Sessionld=1

Scheduled Tasks:

OneDrive Standalone Update Task v2

OneDrive Standalone Update Task-S-1-5-21-533726431-4197356023-3979154932-1194
OneDrive Standalone Update Task-S-1-5-21-533726431-4197356023-3979154932-1209
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1116
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1120
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122
User_Feed_Synchronization-{47E6D7B2-2AC9-4490-8CE1-9EB7173595F3}
User_Feed_Synchronization-{F555AF85-D74F-4D34-A775-842807FAF571}

Remote Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 39.45 GB, 8.55 GB free, 78.33% used

Service Tag:

8085-4468-0631-8291-2655-3823-86

CPU Count:

1

CPU Core Count:
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Windows Key:
NPPR9-FWDCX-D2C8J-H872K-2YT43
Make and Model:
Microsoft Corporation/Virtual Machine
Memory Banks:
MO0001 : Unknown-Unknown-2048 Mb-unknown MHz
Additional 1 virtual memory slot
CPUs:
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU0-2
NICs:
: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:10 : 10.218.3.139;fe80::7482:d45b:791:8841-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
: -RasSstp-[00000002] WAN Miniport (SSTP)
: -RasAgileVpn-[00000003] WAN Miniport (IKEv2)
: -Rasl2tp-[00000004] WAN Miniport (L2TP)
: -PptpMiniport-[00000005] WAN Miniport (PPTP)
: -RasPppoe-[00000006] WAN Miniport (PPPOE)
: -NdisWan-[00000007] WAN Miniport (IP)
: -NdisWan-[00000008] WAN Miniport (IPv6)
: -NdisWan-[00000009] WAN Miniport (Network Monitor)
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
10.0.17763 unknown (Build 17763)
OS Caption:
Microsoft Windows 10 Enterprise
OS Architecture:
64-bit
OS Virtual Memory:
3200 MB
OS System Directory:
C:\WINDOWS\system32
OS Windows Directory:
C:\WINDOWS
OS Install Date:
5/21/2019 5:22:33 PM
PAE Enabled:
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True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

WRKSTN - Windows 10 Pro Intel(R) 4096 MB Last 5 System Error Msgs:

4PF2ICP Xeon(R) CPU 5-25-2019 11:43:21 AM 10028 DCOM was unable to communicate with the computer 10.218.3.254
L5639 @ using any of the configured protocols; requested by PID ce0 (C:\Program Files
2.13GHz (x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while

activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 11:43:19 AM 10028 DCOM was unable to communicate with the computer 10.218.3.253
using any of the configured protocols; requested by PID ce0O (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 11:43:19 AM 10028 DCOM was unable to communicate with the computer 10.218.3.252
using any of the configured protocols; requested by PID ce0O (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 11:43:17 AM 10028 DCOM was unable to communicate with the computer 10.218.3.250
using any of the configured protocols; requested by PID ce0O (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatche\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 11:43:17 AM 10028 DCOM was unable to communicate with the computer 10.218.3.251
using any of the configured protocols; requested by PID ce0O (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

Last 5 Application Error Msgs:

5-25-2019 11:08:28 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=2de67392-b7a7-462a-blca-
108dd189f588;NotificationInterval=1440;Trigger=TimerEvent

5-24-2019 11:08:28 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=2de67392-b7a7-462a-blca-

108dd189f588;NotificationInterval=1440; Trigger=TimerEvent

5-23-2019 11:10:17 AM 1023 Windows cannot load the extensible counter DLL
"C:\WINDOWS\system32\sysmain.dll" (Win32 error code The specified module could not be found.).
5-23-2019 11:08:56 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
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7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=2de67392-b7a7-462a-blca-
108dd189f588;NotificationInterval=1440;Trigger=UserLogon;Sessionld=3
5-22-2019 5:59:22 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=2de67392-b7a7-462a-blca-
108dd189f588;NotificationInterval=1440;Trigger=NetworkAvailable
Scheduled Tasks:
OneDrive Standalone Update Task-S-1-5-21-2863277757-1409495948-945877320-1001
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1120
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1121
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122
Remote Listening Ports:
RDP (3389/TCP)
Disk Capacity:
C: 59.4 GB, 35.06 GB free, 40.98% used
Service Tag:
7078-6996-0250-3035-5351-1913-95
CPU Count:
1
CPU Core Count:
1
Windows Key:
W269N-WFGWX-YVC9B-4J6C9-T83GX
Make and Model:
Microsoft Corporation/Virtual Machine
Memory Banks:
MO0001 : Unknown-Unknown-3968 Mb-unknown MHz
MO0002 : Unknown-Unknown-128 Mb-unknown MHz
Additional 1 virtual memory slot
CPUs:
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-1
NICs:
: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:23 : 10.218.3.104;fe80::50da:dcd6:471f:2301-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
DEP:
On for essential Windows programs and services only
OS Manufacturer:
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Microsoft Corporation

OS Version:

10.0.17763 unknown (Build 17763)
OS Caption:

Microsoft Windows 10 Pro

OS Architecture:

64-bit

OS Virtual Memory:

4800 MB

OS System Directory:
C:\WINDOWS\system32

OS Windows Directory:
C:\WINDOWS

OS Install Date:

4/11/2019 6:24:18 PM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: \Windows Defender
Active Firewall: Windows Firewall

WRKSTN- Windows 10 Enterprise Intel(R) 2048 MB Last 5 System Error Msgs:

534MS45 Xeon(R) CPU 5-25-2019 1:53:14 AM 36874 An TLS 1.0 connection request was received from a remote client
L5639 @ application, but none of the cipher suites supported by the client application are supported by the
2.13GHz server. The TLS connection request has failed.

5-25-2019 1:53:13 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 1:53:13 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-24-2019 2:39:41 PM 3221229793 The name "TEST :1d" could not be registered on the interface with
IP address 10.218.3.24. The computer with the IP address 10.218.3.20 did not allow the name to be
claimed by this computer.

5-24-2019 11:27:12 AM 3221229793 The name "TEST :1d" could not be registered on the interface
with IP address 10.218.3.24. The computer with the IP address 10.218.3.20 did not allow the name to
be claimed by this computer.

Last 5 Application Error Msgs:

5-25-2019 10:49:54 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
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d6ec3f16059f;Skuld=73111121-5638-40f6-bcl11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-24-2019 10:49:57 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-23-2019 10:52:05 AM 1023 Windows cannot load the extensible counter DLL
"C:\WINDOWS\system32\sysmain.dll" (Win32 error code The specified module could not be found.).
5-23-2019 10:49:55 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c¢92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=UserLogon;Sessionld=3

5-22-2019 5:58:54 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440; Trigger=UserLogon;Sessionld=1

Scheduled Tasks:

OneDrive Standalone Update Task-S-1-5-21-1094464529-1590859045-2200796133-1001
OneDrive Standalone Update Task-S-1-5-21-533726431-4197356023-3979154932-1184
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1116
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1119
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122
User_Feed_Synchronization-{167A23F6-422E-41FB-BB92-C951CF2135B7}
User_Feed_Synchronization-{SAB356AE-8091-4822-A930-641FFD3A6A2A}

Remote Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 126.45 GB, 79.73 GB free, 36.95% used

Service Tag:

8931-8235-2491-4972-5535-9512-10

CPU Count:

1

CPU Core Count:

2

Windows Key:

NPPR9-FWDCX-D2C8J-H872K-2YT43

Make and Model:
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Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-2048 Mb-unknown MHz
Additional 1 virtual memory slot
CPUs:
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU0-2
NICs:
: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:0F : 10.218.3.24;fe80::60dc:11d2:7a3b:1c04-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
: -RasSstp-[00000002] WAN Miniport (SSTP)
: -RasAgileVpn-[00000003] WAN Miniport (IKEv2)
: -Rasl2tp-[00000004] WAN Miniport (L2TP)
: -PptpMiniport-[00000005] WAN Miniport (PPTP)
: -RasPppoe-[00000006] WAN Miniport (PPPOE)
: -NdisWan-[00000007] WAN Miniport (IP)
: -NdisWan-[00000008] WAN Miniport (IPv6)
: -NdisWan-[00000009] WAN Miniport (Network Monitor)
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
10.0.17763 unknown (Build 17763)
OS Caption:
Microsoft Windows 10 Enterprise
OS Architecture:
64-bit
OS Virtual Memory:
3200 MB
OS System Directory:
C:\WINDOWS\system32
OS Windows Directory:
C:\WINDOWS
OS Install Date:
5/20/2019 1:33:57 PM
PAE Enabled:
True
Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall
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WRKSTN - Windows 10 Enterprise Intel(R) 2048 MB Last 5 System Error Msgs:

85BJGJT Xeon(R) CPU 5-25-2019 5:09:53 PM 3221229793 The name "TEST :1d" could not be registered on the interface with
L5639 @ IP address 10.218.3.22. The computer with the IP address 10.218.3.20 did not allow the name to be
2.13GHz claimed by this computer.

5-25-2019 5:04:43 PM 3221229793 The name "TEST :1d" could not be registered on the interface with
IP address 10.218.3.22. The computer with the IP address 10.218.3.20 did not allow the name to be
claimed by this computer.

5-25-2019 5:04:43 PM 3221233481 The browser was unable to promote itself to master browser. The
computer that currently believes it is the master browser is wrkstn-U1K3NAF.

5-25-2019 1:53:13 AM 36874 An TLS 1.0 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 1:53:13 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

Last 5 Application Error Msgs:

5-25-2019 9:41:27 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-24-2019 9:41:27 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;NotificationInterval=1440;Trigger=TimerEvent

5-23-2019 9:41:30 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-h639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-

f1d7b0d64300;NotificationInterval=1440; Trigger=UserLogon;Sessionld=5

5-23-2019 7:00:32 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-h639-
7623d8bfecc0;Action=AutoActivate;Appld=55c¢92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-

f1d7b0d64300;NotificationInterval=1440; Trigger=UserLogon;Sessionld=4

5-22-2019 6:23:35 PM 1023 Windows cannot load the extensible counter DLL
"C:\WINDOWS\system32\sysmain.dll" (Win32 error code The specified module could not be found.).
Scheduled Tasks:

bef50a55-c49c-4aa8-b202-8ba04f7¢c9c92

OneDrive Standalone Update Task-S-1-5-21-2499175572-3614812111-997768149-1001
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OneDrive Standalone Update Task-S-1-5-21-533726431-4197356023-3979154932-1195
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1116
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1118
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1120
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122
User_Feed_Synchronization-{664438F2-E2C0-4E38-B7EE-12BE2AA5BOFE}
Remote Listening Ports:
RDP (3389/TCP)
Disk Capacity:
C: 39.45 GB, 3.05 GB free, 92.27% used
Service Tag:
2943-3191-9505-3630-7548-2421-37
CPU Count:
1
CPU Core Count:
2
Windows Key:
NPPR9-FWDCX-D2C8J-H872K-2YT43
Make and Model:
Microsoft Corporation/Virtual Machine
Memory Banks:
MO0001 : Unknown-Unknown-2048 Mb-unknown MHz
Additional 1 virtual memory slot
CPUs:
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-2
NICs:
: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:0E : 10.218.3.22;fe80::1d0e:80c:a0ad:76e4-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
10.0.17763 unknown (Build 17763)
OS Caption:
Microsoft Windows 10 Enterprise
OS Architecture:
64-bit
OS Virtual Memory:
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3200 MB

OS System Directory:
C:\WINDOWS\system32

OS Windows Directory:
C:\WINDOWS

OS Install Date:

5/21/2019 5:57:44 PM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: \Windows Defender
Active Firewall: Windows Firewall

WRKSTN- Windows 10 Enterprise Intel(R) 4096 MB Last 5 System Error Msgs:

BDJFFLG Xeon(R) CPU 5-25-2019 2:15:17 AM 36874 An TLS 1.0 connection request was received from a remote client
L5639 @ application, but none of the cipher suites supported by the client application are supported by the
2.13GHz server. The TLS connection request has failed.

5-25-2019 2:15:16 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 2:15:16 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-24-2019 2:50:56 PM 10028 DCOM was unable to communicate with the computer 10.218.3.254
using any of the configured protocols; requested by PID 2730 (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-24-2019 2:50:55 PM 10028 DCOM was unable to communicate with the computer 10.218.3.253
using any of the configured protocols; requested by PID 2730 (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatche\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

Last 5 Application Error Msgs:

5-25-2019 8:34:18 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-24-2019 8:34:18 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
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f1d7b0d64300;NotificationInterval=1440;Trigger=TimerEvent

5-23-2019 8:34:18 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=UserLogon;Sessionld=4

5-23-2019 6:53:24 AM 1023 Windows cannot load the extensible counter DLL
"C:\WINDOWS\system32\sysmain.dll" (Win32 error code The specified module could not be found.).
5-23-2019 6:52:41 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-h639-
7623d8bfeccO;Action=AutoActivate;Appld=55c¢92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=UserLogon;Sessionld=3

Scheduled Tasks:

OneDrive Standalone Update Task-S-1-5-21-1774283893-3383652566-4172051099-1001
OneDrive Standalone Update Task-S-1-5-21-533726431-4197356023-3979154932-1105
OneDrive Standalone Update Task-S-1-5-21-533726431-4197356023-3979154932-1199
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1116
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1117
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1118
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1120
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122
User_Feed_Synchronization-{27C9B9EB-B4A4-4A9C-8CC7-DA55D327B75E}

Remote Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 126.45 GB, 76.8 GB free, 39.26% used

Service Tag:

2347-5310-8194-8611-8222-5186-43

CPU Count:

1

CPU Core Count:

4

Windows Key:

NPPR9-FWDCX-D2C8J-H872K-2YT43

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3968 Mb-unknown MHz

MO0002 : Unknown-Unknown-128 Mb-unknown MHz
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Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-4

NICs:

: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:0A : 10.218.3.119;fe80::8¢c50:2d27:cafa:149d-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
10.0.17763 unknown (Build 17763)
OS Caption:
Microsoft Windows 10 Enterprise
OS Architecture:
64-bit
OS Virtual Memory:
2304 MB
OS System Directory:
C:\WINDOWS\system32
OS Windows Directory:
C:\WINDOWS
OS Install Date:
5/15/2019 6:46:35 PM
PAE Enabled:
True
Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

WRKSTN- Windows 10 Enterprise Intel(R) 2048 MB Last 5 System Error Msgs:

FOM1027 Xeon(R) CPU 5-25-2019 5:38:35 PM 10028 DCOM was unable to communicate with the computer 10.218.3.69 using
L5639 @ any of the configured protocols; requested by PID 420 (C:\Program Files
2.13GHz (x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while

activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 5:38:34 PM 10028 DCOM was unable to communicate with the computer 10.218.3.68 using
any of the configured protocols; requested by PID 420 (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatche\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 5:38:19 PM 10028 DCOM was unable to communicate with the computer 10.218.3.67 using
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any of the configured protocols; requested by PID 420 (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 5:38:16 PM 10028 DCOM was unable to communicate with the computer 10.218.3.66 using
any of the configured protocols; requested by PID 420 (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 5:38:14 PM 10028 DCOM was unable to communicate with the computer 10.218.3.64 using
any of the configured protocols; requested by PID 420 (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

Last 5 Application Error Msgs:

5-22-2019 6:20:45 PM 1023 Windows cannot load the extensible counter DLL
"C:\WINDOWS\system32\sysmain.dll" (Win32 error code The specified module could not be found.).
Scheduled Tasks:

OneDrive Standalone Update Task-S-1-5-21-3475603520-2258853973-875774541-1001
OneDrive Standalone Update Task-S-1-5-21-533726431-4197356023-3979154932-1200
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1115
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1116
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1118
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1120
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122
User_Feed_Synchronization-{985A6754-DCD7-429B-93F7-77A0BD1BB938}

Remote Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 39.45 GB, 7.97 GB free, 79.8% used

Service Tag:

2643-5405-9935-7584-3449-2240-69

CPU Count:

1

CPU Core Count:

2

Windows Key:

XGVPP-NMH47-7TTHJ-W3FW7-8HV2C

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-2048 Mb-unknown MHz

Additional 1 virtual memory slot
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CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-2

NICs:

: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:0B : 10.218.3.19;fe80::a1¢9:8767:33ce:4929-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
10.0.17763 unknown (Build 17763)
OS Caption:
Microsoft Windows 10 Enterprise
OS Architecture:
64-bit
OS Virtual Memory:
3200 MB
OS System Directory:
C:\WINDOWS\system32
OS Windows Directory:
C:\WINDOWS
OS Install Date:
5/21/2019 4:51:52 PM
PAE Enabled:
True
Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

WRKSTN- Windows 10 Enterprise Intel(R) 4096 MB Last 5 System Error Msgs:

F6CKERQ N Xeon(R) CPU 5-25-2019 2:35:39 AM 36874 An TLS 1.0 connection request was received from a remote client
L5639 @ application, but none of the cipher suites supported by the client application are supported by the
2.13GHz server. The TLS connection request has failed.

5-25-2019 2:35:39 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 2:35:38 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-23-2019 11:38:16 PM 36874 An TLS 1.0 connection request was received from a remote client
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application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-23-2019 11:38:16 PM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

Last 5 Application Error Msgs:

5-24-2019 6:02:39 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=e272e3e2-732f-4c65-a8f0-
484747d0d947;Notificationinterval=1440;Trigger=TimerEvent

5-23-2019 6:02:38 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=e272e3e2-732f-4c65-a8f0-
484747d0d947;Notificationinterval=1440;Trigger=TimerEvent

5-22-2019 6:02:54 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=e272e3e2-732f-4c65-a8f0-
484747d0d947;Natificationinterval=1440;Trigger=UserLogon;Sessionld=2

5-22-2019 5:02:22 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=e272e3e2-732f-4c65-a8f0-

484747d0d947;Notificationinterval=1440; Trigger=NetworkAvailable

5-22-2019 5:02:22 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=e272e3e2-732f-4c65-a8f0-

484747d0d947;Notificationinterval=1440; Trigger=NetworkAvailable

Scheduled Tasks:

GoogleUpdateTaskMachineCore

GoogleUpdateTaskMachineUA

OneDrive Standalone Update Task v2

OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108

OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1120

OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1121

OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122

Remote Listening Ports:

RDP (3389/TCP)
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Disk Capacity:

C: 59.4 GB, 34.24 GB free, 42.36% used
Service Tag:
3955-4909-9832-9119-4593-7737-74
CPU Count:
1
CPU Core Count:
1
Windows Key:
WGGHN-J84D6-QYCPR-T7PJ7-X766F
Make and Model:
Microsoft Corporation/Virtual Machine
Memory Banks:
MO0001 : Unknown-Unknown-3968 Mb-unknown MHz
MO0002 : Unknown-Unknown-128 Mb-unknown MHz
Additional 1 virtual memory slot
CPUs:
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-1
NICs:
: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:22 : 10.218.3.106;fe80::5ce9:5df4:474c:7d1b-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
: -RasSstp-[00000002] WAN Miniport (SSTP)
: -RasAgileVpn-[00000003] WAN Miniport (IKEv2)
: -Rasl2tp-[00000004] WAN Miniport (L2TP)
: -PptpMiniport-[00000005] WAN Miniport (PPTP)
: -RasPppoe-[00000006] WAN Miniport (PPPOE)
BE:A1:20:52:41:53 : -NdisWan-[00000007] WAN Miniport (IP)
C2:6D:20:52:41:53 : -NdisWan-[00000008] WAN Miniport (IPv6)
C4:CA:20:52:41:53 : -NdisWan-[00000009] WAN Miniport (Network Monitor)
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
10.0.17763 unknown (Build 17763)
OS Caption:
Microsoft Windows 10 Enterprise N
OS Architecture:
64-bit
OS Virtual Memory:
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4800 MB

OS System Directory:
C:\WINDOWS\system32

OS Windows Directory:
C:\WINDOWS

OS Install Date:

1/29/2019 12:53:31 AM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

WRKSTN - Windows 10 Enterprise Intel(R) 2048 MB Last 5 System Error Msgs:

HN95P9Q Xeon(R) CPU 5-25-2019 10:54:39 AM 10028 DCOM was unable to communicate with the computer 10.218.3.253
L5639 @ using any of the configured protocols; requested by PID 18a0 (C:\Program Files
2.13GHz (x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while

activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 10:54:39 AM 10028 DCOM was unable to communicate with the computer 10.218.3.254
using any of the configured protocols; requested by PID 18a0 (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatche\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 10:54:39 AM 10028 DCOM was unable to communicate with the computer 10.218.3.252
using any of the configured protocols; requested by PID 18a0 (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 10:54:39 AM 10028 DCOM was unable to communicate with the computer 10.218.3.250
using any of the configured protocols; requested by PID 18a0 (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 10:54:38 AM 10028 DCOM was unable to communicate with the computer 10.218.3.251
using any of the configured protocols; requested by PID 18a0 (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

Last 5 Application Error Msgs:

5-25-2019 10:06:34 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfecc0;Action=AutoActivate;Appld=55c¢92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-24-2019 10:06:35 AM 3221233670 License Activation (slui.exe) failed with the following error code:
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hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;NotificationInterval=1440;Trigger=TimerEvent

5-23-2019 10:09:30 AM 3221226495 Windows cannot load the extensible counter DLL rdyboost. The
first four bytes (DWORD) of the Data section contains the Windows error code.
5-23-2019 10:09:27 AM 3221226480 The Open Procedure for service "BITS" in DLL
"C:\Windows\System32\bitsperf.dll" failed. Performance data for this service will not be available. The
first four bytes (DWORD) of the Data section contains the error code.

5-23-2019 10:07:20 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=UserLogon;Sessionld=3

Scheduled Tasks:

OneDrive Standalone Update Task-S-1-5-21-1914055428-1945879471-3226933813-1002
OneDrive Standalone Update Task-S-1-5-21-533726431-4197356023-3979154932-1194
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1120
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122
Remote Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 39.45 GB, 9.13 GB free, 76.86% used

Service Tag:

0997-4316-9907-4050-5337-8177-15

CPU Count:

1

CPU Core Count:

2

Windows Key:

NPPR9-FWDCX-D2C8J-H872K-2YT43

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-2048 Mb-unknown MHz
Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU0-2

NICs:

: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
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00:15:5D:01:0A:16 : 10.218.3.100;fe80::d21:7c43:e81a:d01c-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
DEP:

On for essential Windows programs and services only
OS Manufacturer:

Microsoft Corporation

OS Version:

10.0.17134 unknown (Build 17134)
OS Caption:

Microsoft Windows 10 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

2688 MB

OS System Directory:
C:\WINDOWS\system32

OS Windows Directory:
C:\WINDOWS

OS Install Date:

9/26/2018 8:30:52 PM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

WRKSTN - Windows 10 Enterprise Intel(R) 4096 MB Last 5 System Error Msgs:

LIFRCFU Xeon(R) CPU 5-25-2019 2:33:05 AM 36874 An TLS 1.0 connection request was received from a remote client
L5639 @ application, but none of the cipher suites supported by the client application are supported by the
2.13GHz server. The TLS connection request has failed.

5-25-2019 2:33:04 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 2:33:04 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-24-2019 12:14:47 AM 36874 An TLS 1.0 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-24-2019 12:14:46 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
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server. The TLS connection request has failed.

Last 5 Application Error Msgs:

5-24-2019 6:04:33 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-23-2019 6:04:33 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-22-2019 6:04:40 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfecc0;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-

f1d7b0d64300;Notificationinterval=1440; Trigger=UserLogon;Sessionld=1

5-22-2019 5:01:37 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c¢92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=NetworkAvailable

5-22-2019 4:58:26 PM 1000 Faulting application name: dwm.exe, version: 10.0.17763.1, time stamp:
0Oxe52aabf3 Faulting module name: KERNEL32.DLL, version: 10.0.17763.475, time stamp:
0x250a0626 Exception code: 0xe0464645 Fault offset: 0x0000000000017974 Faulting process id:
0x34c Faulting application start time: 0x01d510e0603e5bc6 Faulting application path:
C:\WINDOWS\system32\dwm.exe Faulting module path: C:\WINDOWS\System32\KERNEL32.DLL
Report Id: ¢30a01d6-93f8-4d53-9859-d61ed9a650e9 Faulting package full name: Faulting package-
relative application ID:

Scheduled Tasks:

OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108

OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1121

OneDrive Standalone Update Task-S-1-5-21-682261070-3954492984-2408458605-1001

Disk Capacity:

C: 59.4 GB, 19.55 GB free, 67.09% used

Service Tag:

7901-0980-9260-8303-8737-0323-84

CPU Count:

1

CPU Core Count:

4
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Windows Key:
NPPR9-FWDCX-D2C8J-H872K-2YT43
Make and Model:
Microsoft Corporation/Virtual Machine
Memory Banks:
MO0001 : Unknown-Unknown-3968 Mb-unknown MHz
MO0002 : Unknown-Unknown-128 Mb-unknown MHz
Additional 1 virtual memory slot
CPUs:
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-4
NICs:
: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:26 : 10.218.3.146;fe80::45a6:ce8d:a850:a56e-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
: -RasSstp-[00000002] WAN Miniport (SSTP)
: -RasAgileVpn-[00000003] WAN Miniport (IKEv2)
: -Rasl2tp-[00000004] WAN Miniport (L2TP)
: -PptpMiniport-[00000005] WAN Miniport (PPTP)
: -RasPppoe-[00000006] WAN Miniport (PPPOE)
: -NdisWan-[00000007] WAN Miniport (IP)
: -NdisWan-[00000008] WAN Miniport (IPv6)
: -NdisWan-[00000009] WAN Miniport (Network Monitor)
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
10.0.17763 unknown (Build 17763)
OS Caption:
Microsoft Windows 10 Enterprise
OS Architecture:
64-bit
OS Virtual Memory:
5504 MB
OS System Directory:
C:\WINDOWS\system32
OS Windows Directory:
C:\WINDOWS
OS Install Date:
5/20/2019 1:02:54 PM
PAE Enabled:
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True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

WRKSTN- Windows 10 Enterprise Intel(R) 6144 MB Last 5 System Error Msgs:

MAS551PF Xeon(R) CPU 5-25-2019 2:31:29 AM 36874 An TLS 1.0 connection request was received from a remote client
L5639 @ application, but none of the cipher suites supported by the client application are supported by the
2.13GHz server. The TLS connection request has failed.

5-25-2019 2:31:29 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 2:31:29 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-24-2019 12:14:47 AM 36874 An TLS 1.0 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-24-2019 12:14:46 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

Last 5 Application Error Msgs:

5-24-2019 6:05:25 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;NotificationInterval=1440;Trigger=TimerEvent

5-23-2019 6:05:25 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-22-2019 6:05:25 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Noatificationinterval=1440;Trigger=NetworkAvailable

5-22-2019 5:59:27 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-h639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
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f1d7b0d64300;NotificationInterval=1440; Trigger=UserLogon;Sessionld=1

5-22-2019 4:57:37 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Noatificationinterval=1440;Trigger=NetworkAvailable

Scheduled Tasks:

OneDrive Standalone Update Task-S-1-5-21-4043933377-404972784-3706181277-1001
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1118
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122
Disk Capacity:

C: 126.4 GB, 93.7 GB free, 25.87% used

Service Tag:

0044-1769-4719-2120-7482-9380-49

CPU Count:

1

CPU Core Count:

1

Windows Key:

NPPR9-FWDCX-D2C8J-H872K-2YT43

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3968 Mb-unknown MHz

MO0002 : Unknown-Unknown-2176 Mb-unknown MHz

Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-1

NICs:

: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter

00:15:5D:01:0A:25 : 10.218.3.144;fe80::21a1:189f:380:1ef5-netvsc-[00000001] Microsoft Hyper-V
Network Adapter

: -RasSstp-[00000002] WAN Miniport (SSTP)

: -RasAgileVpn-[00000003] WAN Miniport (IKEv2)

: -Rasl2tp-[00000004] WAN Miniport (L2TP)

: -PptpMiniport-[00000005] WAN Miniport (PPTP)

: -RasPppoe-[00000006] WAN Miniport (PPPOE)

: -NdisWan-[00000007] WAN Miniport (IP)

: -NdisWan-[00000008] WAN Miniport (IPv6)

: -NdisWan-[00000009] WAN Miniport (Network Monitor)
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DEP:

On for essential Windows programs and services only
OS Manufacturer:

Microsoft Corporation

OS Version:

10.0.17763 unknown (Build 17763)
OS Caption:

Microsoft Windows 10 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

7808 MB

OS System Directory:
C:\WINDOWS\system32

OS Windows Directory:
C:\WINDOWS

OS Install Date:

5/21/2019 2:46:45 PM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

WRKSTN- Windows 10 Enterprise Intel(R) 4096 MB Last 5 System Error Msgs:

MJODOL9 Xeon(R) CPU 5-25-2019 2:15:16 AM 36874 An TLS 1.0 connection request was received from a remote client
L5639 @ application, but none of the cipher suites supported by the client application are supported by the
2.13GHz server. The TLS connection request has failed.

5-25-2019 2:15:16 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 2:15:16 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-24-2019 12:51:28 PM 10028 DCOM was unable to communicate with the computer 10.218.3.254
using any of the configured protocols; requested by PID 1d44 (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while
activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-24-2019 12:51:28 PM 10028 DCOM was unable to communicate with the computer 10.218.3.253
using any of the configured protocols; requested by PID 1d44 (C:\Program Files
(x86)\RapidFireTools\Server\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe), while
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activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

Last 5 Application Error Msgs:

5-25-2019 7:05:06 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-24-2019 7:05:06 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-23-2019 7:09:01 AM 1023 Windows cannot load the extensible counter DLL
"C:\WINDOWS\system32\sysmain.dll" (Win32 error code The specified module could not be found.).
5-23-2019 7:05:12 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-

f1d7b0d64300;Notificationinterval=1440; Trigger=UserLogon;Sessionld=3

5-22-2019 5:52:41 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-

f1d7b0d64300;Notificationinterval=1440; Trigger=NetworkAvailable

Scheduled Tasks:

OneDrive Standalone Update Task v2

OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108

OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1115

OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1118

OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122

Remote Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 59.4 GB, 20.42 GB free, 65.62% used

Service Tag:

0803-8627-2901-1567-7024-7197-69

CPU Count:

1

CPU Core Count:

1

Windows Key:
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NPPR9-FWDCX-D2C8J-H872K-2YT43

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3968 Mb-unknown MHz
M0002 : Unknown-Unknown-128 Mb-unknown MHz
Additional 1 virtual memory slot
CPUs:
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-1
NICs:
: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:24 : 10.218.3.120;fe80::813e:1c62:1582:a623-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
10.0.17763 unknown (Build 17763)
OS Caption:
Microsoft Windows 10 Enterprise
OS Architecture:
64-bit
OS Virtual Memory:
5504 MB
OS System Directory:
C:\WINDOWS\system32
OS Windows Directory:
C:\WINDOWS
OS Install Date:
5/21/2019 4:19:59 PM
PAE Enabled:
True
Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

WRKSTN- Windows 10 Enterprise Intel(R) 2048 MB Last 5 System Error Msgs:

RB3LBP3 2015 LTSB Xeon(R) CPU 5-25-2019 2:30:10 AM 36888 A fatal alert was generated and sent to the remote endpoint. This may
L5639 @ result in termination of the connection. The TLS protocol defined fatal error code is 10. The Windows
2.13GHz SChannel error state is 1203.
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5-25-2019 2:29:47 AM 36888 A fatal alert was generated and sent to the remote endpoint. This may
result in termination of the connection. The TLS protocol defined fatal error code is 10. The Windows
SChannel error state is 1203.

5-25-2019 2:28:53 AM 36888 A fatal alert was generated and sent to the remote endpoint. This may
result in termination of the connection. The TLS protocol defined fatal error code is 10. The Windows
SChannel error state is 1203.

5-25-2019 2:28:28 AM 36888 A fatal alert was generated and sent to the remote endpoint. This may
result in termination of the connection. The TLS protocol defined fatal error code is 10. The Windows
SChannel error state is 1203.

5-25-2019 2:28:17 AM 36888 A fatal alert was generated and sent to the remote endpoint. This may
result in termination of the connection. The TLS protocol defined fatal error code is 10. The Windows
SChannel error state is 1203.

Last 5 Application Error Msgs:

5-25-2019 6:54:08 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=7b51a46c-0c04-4e8f-9af4-
8496cca90d5e;Notificationinterval=1440;Trigger=TimerEvent

5-24-2019 6:54:08 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=7b51a46c-0c04-4e8f-9af4-
8496cca90d5e;Notificationinterval=1440;Trigger=TimerEvent

5-23-2019 6:54:57 AM 3221226495 Windows cannot load the extensible counter DLL rdyboost. The
first four bytes (DWORD) of the Data section contains the Windows error code.

5-23-2019 6:54:09 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-h639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=7b51a46c-0c04-4e8f-9af4-

8496cca90d5e;Notificationinterval=1440; Trigger=UserLogon;Sessionld=3

5-22-2019 6:02:22 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=7b51a46c-0c04-4e8f-9af4-
8496cca90d5e;Notificationinterval=1440;Trigger=UserLogon;Sessionld=1

Scheduled Tasks:

OneDrive Standalone Update Task-S-1-5-21-2095740985-1966187831-3845514312-1001
OneDrive Standalone Update Task-S-1-5-21-2095740985-1966187831-3845514312-1002
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108

OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1116

OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1118
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OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122
User_Feed_Synchronization-{81930477-FB3B-4214-AB2C-15E13DF53591}
User_Feed_Synchronization-{E6ABAEOB-82F0-473C-BFF4-FAB112D2BF86}
Remote Listening Ports:
RDP (3389/TCP)
Disk Capacity:
C: 126.45 GB, 113.85 GB free, 9.96% used
Service Tag:
8231-0860-4248-6272-2187-5621-74
CPU Count:
1
CPU Core Count:
4
Windows Key:
WNMTR-4C88C-JK8YV-HQ7T2-76DF9
Make and Model:
Microsoft Corporation/Virtual Machine
Memory Banks:
MO0001 : Unknown-Unknown-2048 Mb-unknown MHz
Additional 1 virtual memory slot
CPUs:
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-4
NICs:
: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:11 : 10.218.3.112;fe80::b88f:a9bf:e92d:3df1-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
: -tunnel-[00000003] Microsoft ISATAP Adapter
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
10.0.10240 unknown (Build 10240)
OS Caption:
Microsoft Windows 10 Enterprise 2015 LTSB
OS Architecture:
64-bit
OS Virtual Memory:
2688 MB
OS System Directory:
C:\Windows\system32
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OS Windows Directory:

C:\Windows

OS Install Date:

4/2/2018 1:55:13 PM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

WRKSTN- Windows 10 Enterprise Intel(R) 2048 MB Last 5 System Error Msgs:

U1K3NAF Xeon(R) CPU 5-25-2019 3:14:37 AM 10028 DCOM was unable to communicate with the computer 10.218.3.252
L5639 @ using any of the configured protocols; requested by PID 57c (C:\Program Files
2.13GHz (x86)\NetworkDetective\DataCollector\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe),

while activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 3:14:37 AM 10028 DCOM was unable to communicate with the computer 10.218.3.253
using any of the configured protocols; requested by PID 57c (C:\Program Files
(x86)\NetworkDetective\DataCollector\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe),
while activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 3:14:37 AM 10028 DCOM was unable to communicate with the computer 10.218.3.254
using any of the configured protocols; requested by PID 57c¢ (C:\Program Files
(x86)\NetworkDetective\DataCollector\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe),
while activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 3:14:37 AM 10028 DCOM was unable to communicate with the computer 10.218.3.251
using any of the configured protocols; requested by PID 57c (C:\Program Files
(x86)\NetworkDetective\DataCollector\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe),
while activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

5-25-2019 3:14:37 AM 10028 DCOM was unable to communicate with the computer 10.218.3.249
using any of the configured protocols; requested by PID 57c (C:\Program Files
(x86)\NetworkDetective\DataCollector\bin\collectors\wmidispatcher\WmiDispatcherCmdLine.exe),
while activating CLSID {8BC3F05E-D86B-11D0-A075-00C04FB68820}.

Last 5 Application Error Msgs:

5-25-2019 10:19:44 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-24-2019 10:19:45 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
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f1d7b0d64300;NotificationInterval=1440;Trigger=TimerEvent

5-23-2019 10:20:07 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=UserLogon;Sessionld=4

5-23-2019 9:58:27 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440; Trigger=UserLogon;Sessionld=3

5-22-2019 5:51:28 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440; Trigger=UserLogon;Sessionld=1

Scheduled Tasks:

OneDrive Standalone Update Task-S-1-5-21-34413068-2211824536-3115803671-1001
OneDrive Standalone Update Task-S-1-5-21-533726431-4197356023-3979154932-1188
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1113
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122
Disk Capacity:

C: 39.45 GB, 5.28 GB free, 86.62% used

Service Tag:

6550-8640-5367-0859-0731-5918-13

CPU Count:

1

CPU Core Count:

2

Windows Key:

NPPR9-FWDCX-D2C8J-H872K-2YT43

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-2048 Mb-unknown MHz
Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU0-2

NICs:

: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
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00:15:5D:01:0A:0D : 10.218.3.20;fe80::35bc:c80a:4cff:9293-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
DEP:

On for essential Windows programs and services only
OS Manufacturer:

Microsoft Corporation

OS Version:

10.0.17763 unknown (Build 17763)
OS Caption:

Microsoft Windows 10 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

3648 MB

OS System Directory:
C:\WINDOWS\system32

OS Windows Directory:
C:\WINDOWS

OS Install Date:

5/21/2019 10:34:05 AM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

EXCHO1 Windows Server 2012 Intel(R) 4096 MB Last 5 System Error Msgs:
R2 Standard Xeon(R) CPU 5-22-2019 4:59:53 PM 3221232494 The User Access Logging Service service hung on starting.
L5639 @ 5-22-2019 4:57:48 PM 3221232472 The Distributed Transaction Coordinator service failed to start due
2.13GHz to the following error: The service did not respond to the start or control request in a timely fashion.

5-22-2019 4:57:48 PM 3221232481 A timeout was reached (30000 milliseconds) while waiting for the
Distributed Transaction Coordinator service to connect.

5-22-2019 4:53:51 PM 3221232472 The ScreenConnect Client (2872323bbe412f4c) service failed to
start due to the following error: The service did not respond to the start or control request in a timely
fashion.

5-22-2019 4:53:51 PM 3221232481 A timeout was reached (30000 milliseconds) while waiting for the
ScreenConnect Client (2872323bbe412f4c) service to connect.

Last 5 Application Error Msgs:

5-22-2019 4:22:38 AM 2147483905 The volume Recovery was not optimized because an error was
encountered: The parameter is incorrect. (0x80070057)

5-21-2019 2:23:33 AM 2147483905 The volume Recovery was not optimized because an error was
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encountered: The parameter is incorrect. (0x80070057)

5-16-2019 2:03:13 AM 2147483905 The volume Recovery was not optimized because an error was
encountered: The parameter is incorrect. (0x80070057)

5-13-2019 6:55:44 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5c7d2952 Faulting module name: KERNELBASE.dI|, version: 6.3.9600.19269, time stamp:
0x5c5e079f Exception code: 0xe0434352 Fault offset: 0x0000000000008e6¢ Faulting process id:
0x1240 Faulting application start time: 0x01d509defc5e05f6 Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\system32\KERNELBASE.dIl Report Id: 3c80016d-75d2-11e9-80c1-00155d010a21
Faulting package full name: Faulting package-relative application ID:

5-13-2019 6:55:42 PM 1026 Application: nacmdline.exe Framework Version: v4.0.30319 Description:
The process was terminated due to an unhandled exception. Exception Info:
System.MissingMethodException at DataCollectorGui.CollectionManager.StartLdcCollection() at
System.Threading.ExecutionContext.Runinternal(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object) at System.Threading.ThreadHelper.ThreadStart()
Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-585609241-1956372465-2917308619-1108

Disk Capacity:

C: 126.48 GB, 111.39 GB free, 11.93% used

Service Tag:

9514-4585-1762-2473-1658-3473-74

CPU Count:

1

CPU Core Count:

2

Windows Key:

NB4WH-BBBYV-3MPPC-9RCMV-46XCB

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3968 Mb-unknown MHz

MO0002 : Unknown-Unknown-128 Mb-unknown MHz

Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU0-2

NICs:

: -Rasl2tp-[00000000] WAN Miniport (L2TP)
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FSERV-02 Windows Server 2016
Standard

PROPRIETARY & CONFIDENTIAL

CPU

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

RAM

4096 MB

Full Detail Report
CYBER RISK ASSESSMENT

Analysis

: -RasSstp-[00000001] WAN Miniport (SSTP)

: -RasAgileVpn-[00000002] WAN Miniport (IKEv2)

: -PptpMiniport-[00000003] WAN Miniport (PPTP)

: -RasPppoe-[00000004] WAN Miniport (PPPOE)

: -NdisWan-[00000005] WAN Miniport (IP)

: -NdisWan-[00000006] WAN Miniport (IPv6)

: -NdisWan-[00000007] WAN Miniport (Network Monitor)
: -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
: -tunnel-[00000009] Microsoft Teredo Tunneling Adapter
00:15:5D:01:0A:21 : 10.218.3.15;fe80::a427:ce0:90f0:f85b-netvsc-[00000010] Microsoft Hyper-V
Network Adapter

. -tunnel-[00000012] Microsoft ISATAP Adapter

DEP:

On for All programs and services except those | select
OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows Server 2012 R2 Standard

OS Architecture:

64-bit

OS Virtual Memory:

4800 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

10/8/2018 9:15:11 AM

PAE Enabled:

True

Active Anti-virus: Microsoft Security Essentials

Active Anti-spyware: Microsoft Security Essentials
Active Firewall: Windows Firewall

Last 5 System Error Msgs:

5-25-2019 5:26:02 AM 10028 DCOM was unable to communicate with the computer 10.218.3.254
using any of the configured protocols; requested by PID 10bc (C:\Windows\RPAPPSRV-
32WR\bin\push\WmiDispatcherCmdLine.exe).

5-25-2019 5:26:01 AM 10028 DCOM was unable to communicate with the computer 10.218.3.253
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using any of the configured protocols; requested by PID 10bc (C:\Windows\RPAPPSRV-
32WR\bin\push\WmiDispatcherCmdLine.exe).

5-25-2019 5:26:01 AM 10028 DCOM was unable to communicate with the computer 10.218.3.251
using any of the configured protocols; requested by PID 10bc (C:\Windows\RPAPPSRV-
32WR\bin\push\WmiDispatcherCmdLine.exe).

5-25-2019 5:26:00 AM 10028 DCOM was unable to communicate with the computer 10.218.3.252
using any of the configured protocols; requested by PID 10bc (C:\Windows\RPAPPSRV-
32WR\bin\push\WmiDispatcherCmdLine.exe).

5-25-2019 5:25:52 AM 10028 DCOM was unable to communicate with the computer 10.218.3.250
using any of the configured protocols; requested by PID 10bc (C:\Windows\RPAPPSRV-
32WR\bin\push\WmiDispatcherCmdLine.exe).

Last 5 Application Error Msgs:

5-25-2019 7:54:44 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=afd55ac6-d0b0-4812-9047-
6c756d82bedf;NotificationInterval=1440;Trigger=TimerEvent

5-24-2019 7:54:45 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=afd55ac6-d0b0-4812-9047-
6¢756d82bedf;Notificationinterval=1440;Trigger=TimerEvent

5-23-2019 7:54:46 AM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x87E10BC6 Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=afd55ac6-d0b0-4812-9047-
6c756d82bedf;NatificationInterval=1440;Trigger=UserLogon;Sessionld=3

5-22-2019 5:48:29 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x87E10BC6 Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=afd55ac6-d0b0-4812-9047-
6c756d82bedf;NotificationInterval=1440;Trigger=UserLogon;Sessionld=1

5-22-2019 2:01:09 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x87E10BC6 Command-line arguments: Ruleld=31e71c49-8da7-4a2f-ad92-
45d98alc79ba;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=afd55ac6-d0b0-4812-9047-
6c756d82bedf;Notificationinterval=1440;Trigger=UserLogon;Sessionld=1

Remote Listening Ports:

HTTP (80/TCP)

HTTPS (443/TCP)

RDP (3389/TCP)
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Disk Capacity:

C: 59.45 GB, 37.52 GB free, 36.89% used

D: 49.87 GB, 44.64 GB free, 10.49% used

Service Tag:

8794-9320-0810-5854-4403-3994-67

CPU Count:

1

CPU Core Count:

2

Windows Key:
6DQBR-MN24F-GKG2G-WYFRD-YBJT4

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3968 Mb-unknown MHz
MO0002 : Unknown-Unknown-128 Mb-unknown MHz

Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-2
NICs:

00:15:5D:01:0A:1E : 10.218.3.16;fe80::5c2b:4a84:e6ce:aca8-netvsc-[00000000] Microsoft Hyper-V
Network Adapter

: -kdnic-[00000001] Microsoft Kernel Debug Network Adapter
: -tunnel-[00000002] Microsoft ISATAP Adapter
DEP:

On for All programs and services except those | select
OS Manufacturer:

Microsoft Corporation

OS Version:

10.0.14393 unknown (Build 14393)

OS Caption:

Microsoft Windows Server 2016 Standard

OS Architecture:

64-bit

OS Virtual Memory:

4800 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:
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10/8/2018 9:14:19 AM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

HVSERV Windows Server 2016 Intel(R) 221184 Last 5 System Error Msgs:
Standard Xeon(R) CPU MB 5-25-2019 4:18:02 PM 3221232472 The Remote Registry service failed to start due to the following
L5639 @ error: The account specified for this service is different from the account specified for other services

2.13GHz running in the same process.

5-25-2019 2:47:01 PM 3221232472 The Remote Registry service failed to start due to the following
error: The account specified for this service is different from the account specified for other services
running in the same process.

5-25-2019 1:00:00 PM 3221232472 The Remote Registry service failed to start due to the following
error: The account specified for this service is different from the account specified for other services
running in the same process.

5-25-2019 11:03:59 AM 3221232472 The Remote Registry service failed to start due to the following
error: The account specified for this service is different from the account specified for other services
running in the same process.

5-25-2019 9:19:57 AM 3221232472 The Remote Registry service failed to start due to the following
error: The account specified for this service is different from the account specified for other services
running in the same process.

Last 5 Application Error Msgs:

5-13-2019 6:55:45 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5c7d2952 Faulting module name: KERNELBASE.dII, version: 10.0.14393.2848, time stamp:
0x5c7f626e Exception code: 0xe0434352 Fault offset: 0x0000000000034078 Faulting process id:
0x2a6c¢ Faulting application start time: 0x01d509defdea8586 Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\System32\KERNELBASE.dIl Report Id: 659c6f4d-99db-4579-b89e-2366a845792d
Faulting package full name: Faulting package-relative application ID:

5-13-2019 6:55:45 PM 1026 Application: nacmdline.exe Framework Version: v4.0.30319 Description:
The process was terminated due to an unhandled exception. Exception Info:
System.MissingMethodException at DataCollectorGui.CollectionManager.StartLdcCollection() at
System.Threading.ExecutionContext.Runinternal(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object) at System.Threading.ThreadHelper.ThreadStart()
5-12-2019 6:55:43 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:

PROPRIETARY & CONFIDENTIAL Page 96 of 126



Y CATALYST

Full Detail Report

%' Innovating how IT is delivered.” CYBER RISK ASSESSMENT

Computer Name Operating System CPU RAM Analysis

0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 10.0.14393.2848, time stamp:
0x5c7f626e Exception code: 0xe0434352 Fault offset: 0x0000000000034078 Faulting process id:
0x144 Faulting application start time: 0x01d50915d2ac6699 Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\System32\KERNELBASE.dIl Report Id: c4959d79-4901-4ade-a787-52465428c5f3
Faulting package full name: Faulting package-relative application ID:

5-12-2019 6:55:43 PM 1026 Application: nacmdline.exe Framework Version: v4.0.30319 Description:
The process was terminated due to an unhandled exception. Exception Info:
System.MissingMethodException at DataCollectorGui.CollectionManager.StartLdcCollection() at
System.Threading.ExecutionContext.Runinternal(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object) at System.Threading.ThreadHelper.ThreadStart()
5-11-2019 6:55:40 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 10.0.14393.2848, time stamp:
0x5c7f626e Exception code: 0xe0434352 Fault offset: 0x0000000000034078 Faulting process id:
0x2f00 Faulting application start time: 0x01d5084ca612a4bl Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\System32\KERNELBASE.dIl Report Id: 34b773fc-ac76-4269-bd39-8163905e4ff6 Faulting
package full name: Faulting package-relative application ID:

Remote Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 126.51 GB, 50.07 GB free, 60.42% used

H: 1914.87 GB, 1224.96 GB free, 36.03% used

Service Tag:

GDCDVL1

CPU Count:

2

CPU Core Count:

12

Windows Key:

6DQBR-MN24F-GKG2G-WYFRD-YBJT4

Make and Model:

Dell Inc./PowerEdge R710

Memory Banks:

DIMM_A1 : DIMM-unknown-16384 Mb-1333 MHz

<slot available>

DIMM_A2 : DIMM-unknown-16384 Mb-1333 MHz
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Analysis

DIMM_B2 :
DIMM_B3 :
DIMM_B4
DIMM_B5 :
DIMM_B6 :
DIMM_B7 :
DIMM_BS :
DIMM_B9 :
DIMM_A3 :
DIMM_A4 :
DIMM_AS :
DIMM_AG6 :
DIMM_A7 :
DIMM_A8 :
DIMM_A9 :
DIMM_B1:

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU0-6
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU1-6

DIMM-unknown-16384 Mb-1333 MHz
DIMM-unknown-16384 Mb-1333 MHz
DIMM-unknown-16384 Mb-1333 MHz
DIMM-unknown-16384 Mb-1333 MHz
DIMM-unknown-16384 Mb-1333 MHz
DIMM-unknown-4096 Mb-1333 MHz
DIMM-unknown-4096 Mb-1333 MHz
DIMM-unknown-4096 Mb-1333 MHz
DIMM-unknown-16384 Mb-1333 MHz
DIMM-unknown-16384 Mb-1333 MHz
DIMM-unknown-16384 Mb-1333 MHz
DIMM-unknown-16384 Mb-1333 MHz
DIMM-unknown-4096 Mb-1333 MHz
DIMM-unknown-4096 Mb-1333 MHz
DIMM-unknown-4096 Mb-1333 MHz
DIMM-unknown-16384 Mb-1333 MHz

System Slots:

System Slot0 : PCI1-Available-OK
System Slotl : PCI2-Available-OK
System Slot2 : PCI3-Available-OK
System Slot3 : PCl4-Available-OK

NICs:

Full Detail Report
CYBER RISK ASSESSMENT

00:26:B9:5C:2A:DE : -12nd-[00000000] QLogic BCM5709C Gigabit Ethernet (NDIS VBD Client)

: -kdnic-[00000001] Microsoft Kernel Debug Network Adapter

00:26:B9:5C:2A:E2 : -12nd-[00000002] QLogic BCM5709C Gigabit Ethernet (NDIS VBD Client)
00:26:B9:5C:2A:DC : -12nd-[00000003] QLogic BCM5709C Gigabit Ethernet (NDIS VBD Client)
00:26:B9:5C:2A:E0 : -I12nd-[00000004] QLogic BCM5709C Gigabit Ethernet (NDIS VBD Client)

: -tunnel-[00000007] Microsoft Teredo Tunneling Adapter

: -tunnel-[00000009] Microsoft ISATAP Adapter
00:26:B9:5C:2A:DC : -NdisImPlatformMp-[00000010] Microsoft Network Adapter Multiplexor Driver

: -VMSMP-[00000011] Hyper-V Virtual Switch Extension Adapter

00:26:B9:5C:2A:DC : 10.218.3.11;fe80::ecdd:a269:17d1:b2c5-VMSMP-[00000012] Hyper-V Virtual
Ethernet Adapter

DEP:

On for All programs and services except those | select

OS Manufacturer:
Microsoft Corporation
OS Version:
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10.0.14393 unknown (Build 14393)

OS Caption:

Microsoft Windows Server 2016 Standard
OS Architecture:

64-bit

OS Virtual Memory:

237376 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

11/6/2017 4:32:54 PM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: \Windows Defender
Active Firewall: Windows Firewall

MSSQL-03 Windows Server 2012 Intel(R) 4096 MB Last 5 System Error Msgs:
R2 Standard Xeon(R) CPU 5-24-2019 11:07:36 PM 36888 A fatal alert was generated and sent to the remote endpoint. This may
L5639 @ result in termination of the connection. The TLS protocol defined fatal error code is 10. The Windows

2.13GHz SChannel error state is 1203.

5-24-2019 11:06:51 PM 36888 A fatal alert was generated and sent to the remote endpoint. This may
result in termination of the connection. The TLS protocol defined fatal error code is 10. The Windows
SChannel error state is 1203.

5-24-2019 11:06:29 PM 36888 A fatal alert was generated and sent to the remote endpoint. This may
result in termination of the connection. The TLS protocol defined fatal error code is 10. The Windows
SChannel error state is 1203.

5-24-2019 11:05:56 PM 36888 A fatal alert was generated and sent to the remote endpoint. This may
result in termination of the connection. The TLS protocol defined fatal error code is 10. The Windows
SChannel error state is 1203.

5-24-2019 10:53:14 PM 36888 A fatal alert was generated and sent to the remote endpoint. This may
result in termination of the connection. The TLS protocol defined fatal error code is 40. The Windows
SChannel error state is 1205.

Last 5 Application Error Msgs:

5-24-2019 5:02:16 AM 2147483905 The volume Recovery was not optimized because an error was
encountered: The parameter is incorrect. (0x80070057)

5-23-2019 3:21:46 AM 2147483905 The volume Recovery was not optimized because an error was
encountered: The parameter is incorrect. (0x80070057)

5-17-2019 2:19:56 AM 2147483905 The volume Recovery was not optimized because an error was
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encountered: The parameter is incorrect. (0x80070057)
5-16-2019 3:00:12 AM 2147483905 The volume Recovery was not optimized because an error was
encountered: The parameter is incorrect. (0x80070057)
5-15-2019 2:35:19 AM 2147483905 The volume Recovery was not optimized because an error was
encountered: The parameter is incorrect. (0x80070057)
Scheduled Tasks:
Optimize Start Menu Cache Files-S-1-5-21-585609241-1956372465-2917308619-1108
Remote Listening Ports:
RDP (3389/TCP)
Disk Capacity:
C: 79.48 GB, 62.44 GB free, 21.44% used
Service Tag:
5803-4441-4321-0319-6609-9337-07
CPU Count:
1
CPU Core Count:
4
Windows Key:
NB4WH-BBBYV-3MPPC-9RCMV-46XCB
Make and Model:
Microsoft Corporation/Virtual Machine
Memory Banks:
MO0001 : Unknown-Unknown-3968 Mb-unknown MHz
MO0002 : Unknown-Unknown-128 Mb-unknown MHz
Additional 1 virtual memory slot
CPUs:
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-4
NICs:
: -Rasl2tp-[00000000] WAN Miniport (L2TP)
: -RasSstp-[00000001] WAN Miniport (SSTP)
: -RasAgileVpn-[00000002] WAN Miniport (IKEv2)
: -PptpMiniport-[00000003] WAN Miniport (PPTP)
: -RasPppoe-[00000004] WAN Miniport (PPPOE)
: -NdisWan-[00000005] WAN Miniport (IP)
: -NdisWan-[00000006] WAN Miniport (IPv6)
: -NdisWan-[00000007] WAN Miniport (Network Monitor)
: -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
. -tunnel-[00000009] Microsoft Teredo Tunneling Adapter
00:15:5D:01:0A:20 : 10.218.3.17;fe80::59bd:b2c6:5a41:f7b3-netvsc-[00000010] Microsoft Hyper-V
Network Adapter
: -tunnel-[00000012] Microsoft ISATAP Adapter
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DEP:

On for All programs and services except those | select
OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows Server 2012 R2 Standard
OS Architecture:

64-bit

OS Virtual Memory:

4800 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

10/8/2018 6:10:35 AM

PAE Enabled:

True

Active Anti-virus: Microsoft Security Essentials
Active Anti-spyware: Microsoft Security Essentials
Active Firewall: Windows Firewall

MSSQL02 Windows Server 2016 Intel(R) 8192 MB Last 5 System Error Msgs:
Standard Xeon(R) CPU 5-25-2019 1:53:13 AM 36874 An TLS 1.0 connection request was received from a remote client
L5639 @ application, but none of the cipher suites supported by the client application are supported by the
2.13GHz server. The TLS connection request has failed.

5-25-2019 1:53:12 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 1:53:12 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-24-2019 12:36:08 PM 10016 The application-specific permission settings do not grant Local
Activation permission for the COM Server application with CLSID {8D8F4F83-3594-4F07-8369-
FC3C3CAE4919} and APPID {F72671A9-012C-4725-9D2F-2A4D32D65169} to the user NT
AUTHORITY\SYSTEM SID (S-1-5-18) from address LocalHost (Using LRPC) running in the
application container Unavailable SID (Unavailable). This security permission can be modified using
the Component Services netuseristrative tool.

5-24-2019 12:18:10 PM 10016 The application-specific permission settings do not grant Local
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Activation permission for the COM Server application with CLSID {D63B10C5-BB46-4990-A94F-
E40B9D520160} and APPID {9CA88EE3-ACB7-47C8-AFC4-AB702511C276} to the user NT
SERVICE\MSSQLFDLauncher$DEVTESTSQL SID (S-1-5-80-807511001-815140738-4120755657-
1391359725-2870166381) from address LocalHost (Using LRPC) running in the application container
Unavailable SID (Unavailable). This security permission can be modified using the Component
Services netuseristrative tool.

Last 5 Application Error Msgs:

5-25-2019 12:36:19 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=8c1c5410-9f39-4805-8c9d-
63a07706358f;NotificationInterval=1440;Trigger=TimerEvent

5-25-2019 2:59:59 AM 1000 Faulting application name: sglsgm.exe, version: 13.0.1601.5, time stamp:
0x5724522b Faulting module name: KERNELBASE.dII, version: 10.0.14393.2969, time stamp:
0x5ccd1524 Exception code: 0xe0434352 Fault offset: 0x0000000000034078 Faulting process id:
0x1498 Faulting application start time: 0x01d512c777af4a21 Faulting application path: C:\Program
Files\Microsoft SQL Server\130\Shared\sqlsgm.exe Faulting module path:
C:\Windows\System32\KERNELBASE.dIl Report Id: 16ab2f47-d440-423b-b4d6-6e787efe9eb3
Faulting package full name: Faulting package-relative application ID:

5-25-2019 2:59:59 AM 1026 Application: sqlsgm.exe Framework Version: v4.0.30319 Description: The
process was terminated due to an unhandled exception. Exception Info: System.|O.FileLoadException
at Microsoft.SglServer.Sgm.Launcher.Main(System.String[])

5-25-2019 2:00:58 AM 1000 Faulting application name: SQLSQM.EXE, version: 13.0.1601.5, time
stamp: 0x5724522b Faulting module name: KERNELBASE.dII, version: 10.0.14393.2969, time stamp:
0x5ccd1524 Exception code: 0xe0434352 Fault offset: 0x0000000000034078 Faulting process id:
0x193c Faulting application start time: 0x01d512bf38b356f7 Faulting application path: C:\Program
Files\Microsoft SQL Server\130\Shared\SQLSQM.EXE Faulting module path:
C:\Windows\System32\KERNELBASE.dIl Report Id: df2790bf-a7e8-4f0f-a27e-8alcb3715999 Faulting
package full name: Faulting package-relative application ID:

5-25-2019 2:00:57 AM 1026 Application: SQLSQM.EXE Framework Version: v4.0.30319 Description:
The process was terminated due to an unhandled exception. Exception Info:
System.l0.FileLoadException at Microsoft.SqlServer.Sgm.Launcher.Main(System.String([])

Remote Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 126.45 GB, 99.57 GB free, 21.26% used

S: 99.87 GB, 99.6 GB free, 0.27% used

Service Tag:

1236-1088-2143-1574-1653-8755-75

CPU Count:

1
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CPU Core Count:

8

Windows Key:
WC2BQ-8NRM3-FDDYY-2BFGV-KHKQY
Other License Keys:
PowerShell 89383-100-0001260-04309
SQL Server 00310-70000-00003-AB706
SQL Server DataCollectionUITasks 1.0
Windows Server 2016 Standard 00377-60000-00000-AA934 (WC2BQ-8NRM3-FDDYY-2BFGV-
KHKQY)
Make and Model:
Microsoft Corporation/Virtual Machine
Memory Banks:
MO0001 : Unknown-Unknown-3968 Mb-unknown MHz
MO0002 : Unknown-Unknown-4224 Mb-unknown MHz
Additional 1 virtual memory slot
CPUs:
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-8
NICs:
: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:27 : 10.218.3.21;fe80::516b:734e:ceab:15de-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
: -tunnel-[00000002] Microsoft ISATAP Adapter
: -RasSstp-[00000003] WAN Miniport (SSTP)
: -RasAgileVpn-[00000004] WAN Miniport (IKEv2)
: -Rasl2tp-[00000005] WAN Miniport (L2TP)
: -PptpMiniport-[00000006] WAN Miniport (PPTP)
: -RasPppoe-[00000007] WAN Miniport (PPPOE)
: -RasGre-[00000008] WAN Miniport (GRE)
: -NdisWan-[00000009] WAN Miniport (IP)
: -NdisWan-[00000010] WAN Miniport (IPv6)
: -NdisWan-[00000011] WAN Miniport (Network Monitor)
: -tunnel-[00000012] Microsoft ISATAP Adapter
DEP:
On for All programs and services except those | select
OS Manufacturer:
Microsoft Corporation
OS Version:
10.0.14393 unknown (Build 14393)
OS Caption:
Microsoft Windows Server 2016 Standard
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OS Architecture:

64-bit

OS Virtual Memory:

9472 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

5/20/2019 3:17:58 PM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

MSWIN10-1 Windows 10 Enterprise Intel(R) 4096 MB Last 5 System Error Msgs:
Xeon(R) CPU 5-23-2019 7:24:11 PM 3221229793 The name "TEST :1d" could not be registered on the interface with
L5639 @ IP address 10.218.3.102. The computer with the IP address 10.218.3.20 did not allow the name to be
2.13GHz claimed by this computer.

5-23-2019 7:19:01 PM 3221229793 The name "TEST :1d" could not be registered on the interface with
IP address 10.218.3.102. The computer with the IP address 10.218.3.20 did not allow the name to be
claimed by this computer.

5-23-2019 7:13:51 PM 3221229793 The name "TEST :1d" could not be registered on the interface with
IP address 10.218.3.102. The computer with the IP address 10.218.3.20 did not allow the name to be
claimed by this computer.

5-22-2019 7:15:54 PM 10016 The application-specific permission settings do not grant Local Launch
permission for the COM Server application with CLSID Windows.SecurityCenter.WscDataProtection
and APPID Unavailable to the user NT AUTHORITY\SYSTEM SID (S-1-5-18) from address LocalHost
(Using LRPC) running in the application container Unavailable SID (Unavailable). This security
permission can be modified using the Component Services netuseristrative tool.

5-22-2019 7:13:55 PM 3221229793 The name "TEST :1d" could not be registered on the interface with
IP address 10.218.3.102. The computer with the IP address 10.218.3.20 did not allow the name to be
claimed by this computer.

Last 5 Application Error Msgs:

5-24-2019 7:14:07 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfecc0;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f,Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-23-2019 7:14:07 PM 3221233670 License Activation (slui.exe) failed with the following error code:
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hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;NotificationInterval=1440;Trigger=TimerEvent

5-22-2019 7:14:14 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfecc0;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440; Trigger=NetworkAvailable

5-22-2019 6:20:08 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c¢92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=NetworkAvailable

5-22-2019 6:20:08 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;NotificationInterval=1440;Trigger=NetworkAvailable

Scheduled Tasks:

OneDrive Standalone Update Task v2

OneDrive Standalone Update Task-S-1-5-21-3774595956-1022963416-3466569247-1001
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108
Disk Capacity:

C: 59.45 GB, 29.73 GB free, 49.99% used

Service Tag:

1106-0410-1073-8446-7713-1481-15

CPU Count:

1

CPU Core Count:

6

Windows Key:

NPPR9-FWDCX-D2C8J-H872K-2YT43

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3968 Mb-unknown MHz

MO0002 : Unknown-Unknown-128 Mb-unknown MHz

Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-6
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: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:05 : 10.218.3.102;fe80::6¢65:7afe:58c2:6f95-netvsc-[00000001] Microsoft Hyper-V
Network Adapter

: -RasSstp-[00000002] WAN Miniport (SSTP)

: -RasAgileVpn-[00000003] WAN Miniport (IKEv2)

: -Rasl2tp-[00000004] WAN Miniport (L2TP)

: -PptpMiniport-[00000005] WAN Miniport (PPTP)

: -RasPppoe-[00000006] WAN Miniport (PPPOE)
F0:5D:20:52:41:53 : -NdisWan-[00000007] WAN Miniport (IP)
F0:5D:20:52:41:53 : -NdisWan-[00000008] WAN Miniport (IPv6)
F2:B6:20:52:41:53 : -NdisWan-[00000009] WAN Miniport (Network Monitor)
DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

10.0.17763 unknown (Build 17763)

OS Caption:

Microsoft Windows 10 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

5504 MB

OS System Directory:

C:\WINDOWS\system32

OS Windows Directory:

C:\WINDOWS

OS Install Date:

5/21/2019 5:02:46 PM

PAE Enabled:

True

Active Anti-virus: Windows Defender

Active Anti-spyware: Windows Defender

Active Firewall: Windows Firewall

MSWIN10-2 Windows 10 Enterprise Intel(R) 4096 MB Last 5 System Error Msgs:
Xeon(R) CPU 5-25-2019 2:08:16 AM 36874 An TLS 1.0 connection request was received from a remote client
L5639 @ application, but none of the cipher suites supported by the client application are supported by the
2.13GHz server. The TLS connection request has failed.

5-25-2019 2:08:15 AM 36874 An TLS 1.1 connection request was received from a remote client
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application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 2:08:15 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-23-2019 11:54:44 PM 36874 An TLS 1.0 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-23-2019 11:54:43 PM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

Last 5 Application Error Msgs:

5-24-2019 6:19:39 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfecc0;Action=AutoActivate;Appld=55c¢92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;NotificationInterval=1440;Trigger=TimerEvent

5-23-2019 6:19:39 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-22-2019 6:19:39 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-

f1d7b0d64300;Natificationinterval=1440; Trigger=NetworkAvailable

5-22-2019 6:10:33 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-

f1d7b0d64300;Notificationinterval=1440; Trigger=UserLogon;Sessionld=1

5-22-2019 5:01:02 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-

f1d7b0d64300;Notificationinterval=1440; Trigger=NetworkAvailable

Scheduled Tasks:

OneDrive Standalone Update Task-S-1-5-21-1347200962-3448063854-4010017358-1001
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108

Remote Listening Ports:
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RDP (3389/TCP)

Disk Capacity:

C: 59.45 GB, 18.81 GB free, 68.36% used

Service Tag:

7447-7936-0215-3836-3276-4698-95

CPU Count:

1

CPU Core Count:

1

Windows Key:
NPPR9-FWDCX-D2C8J-H872K-2YT43

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3968 Mb-unknown MHz
MO0002 : Unknown-Unknown-128 Mb-unknown MHz
Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-1
NICs:

: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:06 : 10.218.3.108;fe80::f8f9:3f5c:b6f2:1747-netvsc-[00000001] Microsoft Hyper-V
Network Adapter

DEP:

On for essential Windows programs and services only
OS Manufacturer:

Microsoft Corporation

OS Version:

10.0.17763 unknown (Build 17763)

OS Caption:

Microsoft Windows 10 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

5504 MB

OS System Directory:

C:\WINDOWS\system32

OS Windows Directory:

C:\WINDOWS

OS Install Date:

5/21/2019 4:53:57 PM
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PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

MSWIN10-3 Windows 10 Enterprise Intel(R) 4096 MB Last 5 System Error Msgs:
Xeon(R) CPU 5-25-2019 2:14:16 AM 36874 An TLS 1.0 connection request was received from a remote client
L5639 @ application, but none of the cipher suites supported by the client application are supported by the
2.13GHz server. The TLS connection request has failed.

5-25-2019 2:14:15 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 2:14:14 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-24-2019 3:30:06 PM 3221232506 The Microsoft Store Install Service service terminated
unexpectedly. It has done this 1 time(s).

5-23-2019 11:56:12 PM 36874 An TLS 1.0 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

Last 5 Application Error Msgs:

5-24-2019 6:04:49 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;NotificationInterval=1440;Trigger=TimerEvent

5-24-2019 3:30:03 PM 1000 Faulting application name: svchost.exe_InstallService, version:
10.0.17134.556, time stamp: 0xf23cada5 Faulting module name: ntdll.dll, version: 10.0.17134.556,
time stamp: 0x74bed8b0 Exception code: 0xc0000409 Fault offset: 0x00000000000a1a04 Faulting
process id: 0x138c Faulting application start time: 0x01d51266¢cb760776 Faulting application path:
C:\WINDOWS\System32\svchost.exe Faulting module path: C:A\WINDOWS\SYSTEM32\ntdll.dll Report
Id: 122c99a2-fdd3-400d-88b7-d40eefaad0d7 Faulting package full name: Faulting package-relative
application ID:

5-23-2019 6:04:49 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;NotificationInterval=1440;Trigger=TimerEvent

5-22-2019 6:05:18 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
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7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440; Trigger=UserLogon;Sessionld=1
5-22-2019 5:02:04 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440; Trigger=NetworkAvailable
Scheduled Tasks:
GoogleUpdateTaskMachineCore
GoogleUpdateTaskMachineUA
OneDrive Standalone Update Task-S-1-5-21-1162066117-3913168194-1564060234-1001
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1122
Remote Listening Ports:
RDP (3389/TCP)
Disk Capacity:
C: 59.45 GB, 23.24 GB free, 60.91% used
Service Tag:
9469-4587-4197-5564-3689-4219-16
CPU Count:
1
CPU Core Count:
1
Windows Key:
NPPR9-FWDCX-D2C8J-H872K-2YT43
Make and Model:
Microsoft Corporation/Virtual Machine
Memory Banks:
MO0001 : Unknown-Unknown-3968 Mb-unknown MHz
MO0002 : Unknown-Unknown-128 Mb-unknown MHz
Additional 1 virtual memory slot
CPUs:
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-1
NICs:
: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:07 : 10.218.3.113;fe80::74e0:8f8c:621e:9d9d-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
DEP:
On for essential Windows programs and services only
OS Manufacturer:
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Microsoft Corporation

OS Version:

10.0.17134 unknown (Build 17134)
OS Caption:

Microsoft Windows 10 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

9984 MB

OS System Directory:
C:\WINDOWS\system32

OS Windows Directory:
C:\WINDOWS

OS Install Date:

10/17/2018 6:01:23 PM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

MSWIN10-4 Windows 10 Enterprise Intel(R) 4096 MB Last 5 System Error Msgs:
Xeon(R) CPU 5-25-2019 2:14:37 AM 36874 An TLS 1.0 connection request was received from a remote client
L5639 @ application, but none of the cipher suites supported by the client application are supported by the
2.13GHz server. The TLS connection request has failed.

5-25-2019 2:14:36 AM 36874 An TLS 1.1 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-25-2019 2:14:36 AM 36874 An TLS 1.2 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported by the
server. The TLS connection request has failed.

5-24-2019 11:25:48 AM 3221229793 The name "TEST :1d" could not be registered on the interface
with IP address 10.218.3.114. The computer with the IP address 10.218.3.20 did not allow the name to
be claimed by this computer.

5-24-2019 11:25:48 AM 3221233481 The browser was unable to promote itself to master browser. The
computer that currently believes it is the master browser is wrkstn-U1K3NAF.

Last 5 Application Error Msgs:

5-24-2019 6:19:48 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
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f1d7b0d64300;NotificationInterval=1440;Trigger=TimerEvent

5-23-2019 6:19:48 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440;Trigger=TimerEvent

5-22-2019 6:19:49 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007139F Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;NotificationInterval=1440;Trigger=NetworkAvailable

5-22-2019 6:10:46 PM 3221233670 License Activation (slui.exe) failed with the following error code:
hr=0x8007232B Command-line arguments: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=73111121-5638-40f6-bc11-
f1d7b0d64300;Notificationinterval=1440; Trigger=UserLogon;Sessionld=1

5-22-2019 6:10:09 PM 1552 User hive is loaded by another process (Registry Lock) Process name:
C:\Windows\System32\svchost.exe, PID: 1464, ProfSvc PID: 1544.

Scheduled Tasks:

OneDrive Standalone Update Task-S-1-5-21-18479097-3188681217-1360513481-1001
OneDrive Standalone Update Task-S-1-5-21-585609241-1956372465-2917308619-1108
Remote Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 59.45 GB, 27.51 GB free, 53.73% used

Service Tag:

1047-2361-4917-7903-6801-2958-54

CPU Count:

1

CPU Core Count:

1

Windows Key:

NPPR9-FWDCX-D2C8J-H872K-2YT43

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3968 Mb-unknown MHz

MO0002 : Unknown-Unknown-128 Mb-unknown MHz

Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-1
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NICs:
: -kdnic-[00000000] Microsoft Kernel Debug Network Adapter
00:15:5D:01:0A:08 : 10.218.3.114;fe80::29e7:€185:a561:7b15-netvsc-[00000001] Microsoft Hyper-V
Network Adapter
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
10.0.17763 unknown (Build 17763)
OS Caption:
Microsoft Windows 10 Enterprise
OS Architecture:
64-bit
OS Virtual Memory:
5504 MB
OS System Directory:
C:\WINDOWS\system32
OS Windows Directory:
C:\WINDOWS
OS Install Date:
5/22/2019 1:51:46 PM
PAE Enabled:
True
Active Anti-virus: Windows Defender
Active Anti-spyware: \Windows Defender
Active Firewall: Windows Firewall

MSWIN7-1 Windows 7 Intel(R) 4096 MB Last 5 System Error Msgs:
Professional Xeon(R) CPU 5-25-2019 2:23:03 AM 3221227489 The server was unable to allocate from the system nonpaged pool
L5639 @ because the server reached the configured limit for nonpaged pool allocations.
2.13GHz 5-25-2019 2:22:03 AM 3221227489 The server was unable to allocate from the system nonpaged pool

because the server reached the configured limit for nonpaged pool allocations.

5-25-2019 2:20:03 AM 3221227489 The server was unable to allocate from the system nonpaged pool
because the server reached the configured limit for nonpaged pool allocations.

5-25-2019 2:18:03 AM 3221227489 The server was unable to allocate from the system nonpaged pool
because the server reached the configured limit for nonpaged pool allocations.

5-25-2019 2:17:03 AM 3221227489 The server was unable to allocate from the system nonpaged pool
because the server reached the configured limit for nonpaged pool allocations.

Last 5 Application Error Msgs:

5-12-2019 6:56:29 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
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0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 6.1.7601.24408, time stamp:
0x5c92f34f Exception code: 0xe0434f4d Fault offset: 0x000000000000be0d Faulting process id: 0xf34
Faulting application start time: 0x01d50915ed55c8ce Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\system32\KERNELBASE.dIl Report Id: 2ceb16b0-7509-11e9-bf1d-00155d010al4
5-4-2019 6:56:27 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5c7d2952 Faulting module name: KERNELBASE.dII, version: 6.1.7601.24408, time stamp:
0x5c92f34f Exception code: Oxe0434f4d Fault offset: 0x000000000000be0d Faulting process id: 0xc30
Faulting application start time: 0x01d502cc996e1301 Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\system32\KERNELBASE.dIl Report Id: d8be3f7f-6ebf-11e9-bf1d-00155d010al14
5-2-2019 6:56:33 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5c7d2952 Faulting module name: KERNELBASE.dI|, version: 6.1.7601.24408, time stamp:
0x5c92f34f Exception code: Oxe0434f4d Fault offset: 0x000000000000be0d Faulting process id: 0x804
Faulting application start time: 0x01d5013a47edb29c Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\system32\KERNELBASE.dIl Report Id: 878eed52-6d2d-11e9-bf1d-00155d010al4
5-1-2019 6:56:29 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 6.1.7601.24408, time stamp:
0x5c92f34f Exception code: 0xe0434f4d Fault offset: 0x000000000000be0d Faulting process id: Oxdb0
Faulting application start time: 0x01d500711b31b586 Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\system32\KERNELBASE.dIl Report Id: 5aa33f7d-6¢c64-11e9-bf1d-00155d010al4
4-30-2019 6:56:30 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 6.1.7601.24408, time stamp:
0x5¢92f34f Exception code: 0xe0434f4d Fault offset: 0x000000000000be0d Faulting process id: 0x18c
Faulting application start time: 0x01d4ffa7fOedeff3 Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\system32\KERNELBASE.dIl Report Id: 30fa7173-6b9b-11e9-bf1d-00155d010al4

Disk Capacity:

C: 59.9 GB, 31.47 GB free, 47.46% used

Service Tag:

4823-6110-5023-4441-6744-5857-50

CPU Count:

1

CPU Core Count:

2

Windows Key:

HYF8J-CVRMY-CM74G-RPHKF-PW487

Other License Keys:

Internet Explorer 00371-177-0000061-85304 (HYF8J-CVRMY-CM74G-RPHKF-PW487)
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PowerShell 89383-100-0001260-04309

Windows 7 Professional 00371-177-0000061-85304 (HYF8J-CVRMY-CM74G-RPHKF-PW487)

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO : Unknown-Unknown-3968 Mb-unknown MHz
M1 : Unknown-Unknown-128 Mb-unknown MHz
Additional 32 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU0-2
NICs:

: -RasSstp-[00000000] WAN Miniport (SSTP)

: -RasAgileVpn-[00000001] WAN Miniport (IKEv2)
: -Rasl2tp-[00000002] WAN Miniport (L2TP)

: -PptpMiniport-[00000003] WAN Miniport (PPTP)

: -RasPppoe-[00000004] WAN Miniport (PPPOE)

: -NdisWan-[00000005] WAN Miniport (IPv6)

: -NdisWan-[00000006] WAN Miniport (Network Monitor)
00:15:5D:01:0A:14 : 10.218.3.111;fe80::4168:4b42:c98d:5ad1-dc21x4VM-[00000007] Intel 21140-
Based PCI Fast Ethernet Adapter (Emulated)

: -NdisWan-[00000008] WAN Miniport (IP)

: -tunnel-[00000009] Microsoft ISATAP Adapter

: -AsyncMac-[00000010] RAS Async Adapter

: -tunnel-[00000011] Microsoft ISATAP Adapter
DEP:

On for essential Windows programs and services only
OS Manufacturer:

Microsoft Corporation

OS Version:

6.1.7601 Service Pack 1 (Build 7601)

OS Caption:

Microsoft Windows 7 Professional

OS Architecture:

64-bit

OS Virtual Memory:

8192 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:
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10/8/2018 8:14:45 AM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

MSWIN7-2 Windows 7 Intel(R) 4096 MB Last 5 System Error Msgs:
Professional Xeon(R) CPU 5-25-2019 2:22:11 AM 3221227489 The server was unable to allocate from the system nonpaged pool
L5639 @ because the server reached the configured limit for nonpaged pool allocations.
2.13GHz 5-25-2019 2:21:11 AM 3221227489 The server was unable to allocate from the system nonpaged pool

because the server reached the configured limit for nonpaged pool allocations.

5-25-2019 2:19:11 AM 3221227489 The server was unable to allocate from the system nonpaged pool
because the server reached the configured limit for nonpaged pool allocations.

5-25-2019 2:17:11 AM 3221227489 The server was unable to allocate from the system nonpaged pool
because the server reached the configured limit for nonpaged pool allocations.

5-25-2019 2:16:11 AM 3221227489 The server was unable to allocate from the system nonpaged pool
because the server reached the configured limit for nonpaged pool allocations.

Last 5 Application Error Msgs:

5-25-2019 11:24:01 AM 3221226480 A problem prevented Customer Experience Improvement
Program data from being sent to Microsoft, (Error 80004005).

5-24-2019 4:35:31 PM 3221226480 A problem prevented Customer Experience Improvement Program
data from being sent to Microsoft, (Error 80004005).

5-23-2019 9:15:34 PM 3221226480 A problem prevented Customer Experience Improvement Program
data from being sent to Microsoft, (Error 80004005).

5-23-2019 2:37:56 AM 3221226480 A problem prevented Customer Experience Improvement Program
data from being sent to Microsoft, (Error 80004005).

5-23-2019 1:13:10 AM 3221226480 A problem prevented Customer Experience Improvement Program
data from being sent to Microsoft, (Error 80004005).

Disk Capacity:

C: 59.9 GB, 30.39 GB free, 49.27% used

Service Tag:

0983-1083-7700-3787-4284-9025-22

CPU Count:

1

CPU Core Count:

2

Windows Key:

HYF8J-CVRMY-CM74G-RPHKF-PW487

Other License Keys:

Internet Explorer 00371-177-0000061-85141 (HYF8J-CVRMY-CM74G-RPHKF-PW487)
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Windows 7 Professional 00371-177-0000061-85141 (HYF8J-CVRMY-CM74G-RPHKF-PW487)
Make and Model:
Microsoft Corporation/Virtual Machine
Memory Banks:

MO : Unknown-Unknown-3968 Mb-unknown MHz
M1 : Unknown-Unknown-128 Mb-unknown MHz
Additional 32 virtual memory slot
CPUs:
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU0-2
NICs:
: -RasSstp-[00000000] WAN Miniport (SSTP)
: -RasAgileVpn-[00000001] WAN Miniport (IKEv2)
: -Ras|2tp-[00000002] WAN Miniport (L2TP)
: -PptpMiniport-[00000003] WAN Miniport (PPTP)
: -RasPppoe-[00000004] WAN Miniport (PPPOE)
: -NdisWan-[00000005] WAN Miniport (IPv6)
: -NdisWan-[00000006] WAN Miniport (Network Monitor)
00:15:5D:01:0A:15 : 10.218.3.115;fe80::846hb:496b:a90e:a2968-dc21x4VM-[00000007] Intel 21140-
Based PCI Fast Ethernet Adapter (Emulated)
: -NdisWan-[00000008] WAN Miniport (IP)
: -tunnel-[00000009] Microsoft ISATAP Adapter
: -AsyncMac-[00000010] RAS Async Adapter
: -tunnel-[00000011] Microsoft ISATAP Adapter
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
6.1.7601 Service Pack 1 (Build 7601)
OS Caption:
Microsoft Windows 7 Professional
OS Architecture:
64-bit
OS Virtual Memory:
8192 MB
OS System Directory:
C:\Windows\system32
OS Windows Directory:
C:\Windows
OS Install Date:
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10/8/2018 8:18:47 AM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

MSWIN8-1 Windows 8.1 Pro Intel(R) 4096 MB Last 5 System Error Msgs:
Xeon(R) CPU 5-22-2019 5:05:09 PM 3221232494 The Windows Search service hung on starting.
L5639 @ 5-22-2019 4:59:21 PM 3221232472 The Software Protection service failed to start due to the following
2.13GHz error: The service did not respond to the start or control request in a timely fashion.

5-22-2019 4:59:21 PM 3221232481 A timeout was reached (30000 milliseconds) while waiting for the
Software Protection service to connect.

5-22-2019 4:56:14 PM 3221232472 The ScreenConnect Client (2872323bbe412f4c) service failed to
start due to the following error: The service did not respond to the start or control request in a timely
fashion.

5-22-2019 4:56:14 PM 3221232481 A timeout was reached (30000 milliseconds) while waiting for the
ScreenConnect Client (2872323bbe412f4c) service to connect.

Last 5 Application Error Msgs:

5-19-2019 7:00:20 PM 1002 The program SystemSettings.exe version 6.3.9600.17489 stopped
interacting with Windows and was closed. To see if more information about the problem is available,
check the problem history in the Action Center control panel. Process ID: 794 Start Time:
01d50e9690ae343a Termination Time: 4294967295 Application Path:
C:\Windows\ImmersiveControlPanel\SystemSettings.exe Report Id: da73ddaa-7a89-11e9-825e-
00155d010a01 Faulting package full name:
windows.immersivecontrolpanel_6.2.0.0_neutral_neutral_cw5n1h2txyewy Faulting package-relative
application ID: microsoft.windows.immersivecontrolpanel

5-19-2019 7:00:19 PM 5973 Activation of app
windows.immersivecontrolpanel_cw5n1h2txyewy!microsoft.windows.immersivecontrolpanel failed with
error: The app didn't start in the required time. See the Microsoft-Windows-TWinUI/Operational log for
additional information.

5-19-2019 7:00:06 PM 2486 App
windows.immersivecontrolpanel_6.2.0.0_neutral_neutral_cw5n1h2txyewy+microsoft.windows.immersi
vecontrolpanel did not launch within its allotted time.

5-13-2019 6:56:39 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 6.3.9600.19269, time stamp:
0x5c5e079f Exception code: 0xe0434352 Fault offset: 0x0000000000008e6¢ Faulting process id:
0xe84 Faulting application start time: 0x01d509df1daa9d31 Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\system32\KERNELBASE.dIl Report Id: 5da40f54-75d2-11e9-825d-00155d010a01
Faulting package full name: Faulting package-relative application ID:
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5-13-2019 6:56:39 PM 1026 Application: nacmdline.exe Framework Version: v4.0.30319 Description:
The process was terminated due to an unhandled exception. Exception Info:
System.MissingMethodException at DataCollectorGui.CollectionManager.StartLdcCollection() at
System.Threading.ExecutionContext.Runinternal(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object) at System.Threading.ThreadHelper.ThreadStart()
Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-1901567489-223652564-2783587553-1001
Optimize Start Menu Cache Files-S-1-5-21-585609241-1956372465-2917308619-1108
Disk Capacity:

C: 59.45 GB, 44.51 GB free, 25.13% used

Service Tag:

4038-8449-5192-2980-2795-2393-30

CPU Count:

1

CPU Core Count:

4

Windows Key:

XHQ8N-C3MCJ-RQXB6-WCHYG-COWKB

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3968 Mb-unknown MHz

MO0002 : Unknown-Unknown-128 Mb-unknown MHz
Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-4

NICs:

00:15:5D:01:0A:01 : 10.218.3.105;fe80::94ce:ef7f:e97b:e4dfa-netvsc-[00000000] Microsoft Hyper-V
Network Adapter

: -kdnic-[00000001] Microsoft Kernel Debug Network Adapter

: -tunnel-[00000002] Microsoft ISATAP Adapter

DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)
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OS Caption:

Microsoft Windows 8.1 Pro

OS Architecture:

64-bit

OS Virtual Memory:

4800 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

10/8/2018 7:43:18 AM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

MSWIN8-2 Windows 8.1 Pro Intel(R) 4096 MB Last 5 System Error Msgs:
Xeon(R) CPU 5-22-2019 5:07:40 PM 10010 The server {1F87137D-0E7C-44D5-8C73-4EFFB68962F2} did not
L5639 @ register with DCOM within the required timeout.
2.13GHz 5-22-2019 5:06:46 PM 3221232494 The Windows Search service hung on starting.

5-22-2019 5:01:36 PM 3221232472 The Software Protection service failed to start due to the following
error: The service did not respond to the start or control request in a timely fashion.

5-22-2019 5:01:36 PM 3221232481 A timeout was reached (30000 milliseconds) while waiting for the
Software Protection service to connect.

5-22-2019 4:58:50 PM 3221232472 The Windows Defender Service service failed to start due to the
following error: The service did not respond to the start or control request in a timely fashion.

Last 5 Application Error Msgs:

5-22-2019 4:53:49 AM 2147483905 The volume Recovery was not optimized because an error was
encountered: The parameter is incorrect. (0x80070057)

5-21-2019 1:02:56 PM 1002 The program Explorer.EXE version 6.3.9600.18460 stopped interacting
with Windows and was closed. To see if more information about the problem is available, check the
problem history in the Action Center control panel. Process ID: a30 Start Time: 01d50ff637a17607
Termination Time: 4294967295 Application Path: C:\Windows\Explorer.EXE Report Id: 8bal0f3f-7be9-
11e9-8260-00155d010a02 Faulting package full name: Faulting package-relative application ID:
5-21-2019 4:24:03 AM 2147483905 The volume Recovery was not optimized because an error was
encountered: The parameter is incorrect. (0x80070057)

5-16-2019 3:12:59 AM 2147483905 The volume Recovery was not optimized because an error was
encountered: The parameter is incorrect. (0x80070057)

5-12-2019 6:56:25 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:

PROPRIETARY & CONFIDENTIAL Page 120 of 126



Y CATALYST

y 4 - — i Full Detail Report
Innovating how IT is delivered. CYBER RISK ASSESSMENT

Computer Name Operating System CPU RAM Analysis

0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 6.3.9600.19269, time stamp:
0x5c5e079f Exception code: 0xe0434352 Fault offset: 0x0000000000008e6¢ Faulting process id:
0xc7c Faulting application start time: 0x01d50915ec097bff Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\system32\KERNELBASE.dIl Report Id: 2b16e512-7509-11e9-825d-00155d010a02
Faulting package full name: Faulting package-relative application ID:

Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-370124649-2540150268-3007628564-1001
Optimize Start Menu Cache Files-S-1-5-21-585609241-1956372465-2917308619-1108
Optimize Start Menu Cache Files-S-1-5-21-585609241-1956372465-2917308619-1139
Optimize Start Menu Cache Files-S-1-5-21-585609241-1956372465-2917308619-1140
Disk Capacity:

C: 59.48 GB, 43.7 GB free, 26.53% used

Service Tag:

9965-2252-8773-1949-0747-9069-67

CPU Count:

1

CPU Core Count:

4

Windows Key:

XHQ8N-C3MCJ-RQXB6-WCHYG-CO9WKB

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3968 Mb-unknown MHz

MO0002 : Unknown-Unknown-128 Mb-unknown MHz

Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-4

NICs:

00:15:5D:01:0A:02 : 10.218.3.103;fe80::f0c9:65f9:de 7f:b966-netvsc-[00000000] Microsoft Hyper-V
Network Adapter

: -kdnic-[00000001] Microsoft Kernel Debug Network Adapter

: -tunnel-[00000002] Microsoft ISATAP Adapter

DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:
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Microsoft Windows 8.1 Pro

OS Architecture:

64-bit

OS Virtual Memory:

4800 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

10/8/2018 7:45:39 AM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

MSWIN8-3 Windows 8.1 Pro Intel(R) 4096 MB Last 5 System Error Msgs:
Xeon(R) CPU 5-22-2019 5:04:09 PM 3221232494 The Windows Search service hung on starting.
L5639 @ 5-22-2019 4:56:01 PM 3221232472 The ScreenConnect Client (2872323bbe412f4c) service failed to
2.13GHz start due to the following error: The service did not respond to the start or control request in a timely
fashion.

5-22-2019 4:56:01 PM 3221232481 A timeout was reached (30000 milliseconds) while waiting for the
ScreenConnect Client (2872323bbe412f4c) service to connect.

5-22-2019 1:08:12 PM 3221229793 The name "TEST :1d" could not be registered on the interface with
IP address 10.218.3.107. The computer with the IP address 10.218.3.111 did not allow the name to be
claimed by this computer.

5-22-2019 1:03:02 PM 3221229793 The name "TEST :1d" could not be registered on the interface with
IP address 10.218.3.107. The computer with the IP address 10.218.3.111 did not allow the name to be
claimed by this computer.

Last 5 Application Error Msgs:

5-21-2019 3:46:45 AM 2147483905 The volume Recovery was not optimized because an error was
encountered: The parameter is incorrect. (0x80070057)

5-20-2019 5:32:18 AM 2147483905 The volume Recovery was not optimized because an error was
encountered: The parameter is incorrect. (0x80070057)

5-14-2019 2:20:53 AM 2147483905 The volume Recovery was not optimized because an error was
encountered: The parameter is incorrect. (0x80070057)

5-13-2019 6:56:41 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5¢7d2952 Faulting module name: KERNELBASE.dII, version: 6.3.9600.19269, time stamp:
0x5c5e079f Exception code: 0xe0434352 Fault offset: 0x0000000000008e6¢ Faulting process id:
0x6¢8 Faulting application start time: 0x01d509dfldel1ff7a Faulting application path:
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c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\system32\KERNELBASE.dIl Report Id: 5e84b109-75d2-11e9-825d-00155d010a03
Faulting package full name: Faulting package-relative application ID:

5-13-2019 6:56:39 PM 1026 Application: nacmdline.exe Framework Version: v4.0.30319 Description:
The process was terminated due to an unhandled exception. Exception Info:
System.MissingMethodException at DataCollectorGui.CollectionManager.StartLdcCollection() at
System.Threading.ExecutionContext.Runinternal(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object) at System.Threading.ThreadHelper.ThreadStart()
Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-2581128377-2391758819-1369693800-1001
Optimize Start Menu Cache Files-S-1-5-21-585609241-1956372465-2917308619-1108

Disk Capacity:

C: 59.48 GB, 43.59 GB free, 26.71% used

Service Tag:

9127-2857-3169-5320-0098-0703-27

CPU Count:

1

CPU Core Count:

4

Windows Key:

XHQ8N-C3MCJ-RQXB6-WCHYG-COWKB

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3968 Mb-unknown MHz

M0002 : Unknown-Unknown-128 Mb-unknown MHz

Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-4

NICs:

00:15:5D:01:0A:03 : 10.218.3.107;fe80::¢c85¢:9edf:4397:9al11-netvsc-[00000000] Microsoft Hyper-V
Network Adapter

: -kdnic-[00000001] Microsoft Kernel Debug Network Adapter

: -tunnel-[00000002] Microsoft ISATAP Adapter

DEP:

On for essential Windows programs and services only

OS Manufacturer:
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Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows 8.1 Pro

OS Architecture:

64-bit

OS Virtual Memory:

4800 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

10/8/2018 7:47:17 AM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

MSWIN8-4 Windows 8.1 Pro Intel(R) 4096 MB Last 5 System Error Msgs:
Xeon(R) CPU 5-22-2019 5:09:23 PM 3221232494 The Windows Search service hung on starting.
L5639 @ 5-22-2019 5:02:30 PM 3221232472 The Software Protection service failed to start due to the following
2.13GHz error: The service did not respond to the start or control request in a timely fashion.

5-22-2019 5:02:30 PM 3221232481 A timeout was reached (30000 milliseconds) while waiting for the
Software Protection service to connect.

5-22-2019 4:59:46 PM 3221232472 The Windows Defender Service service failed to start due to the
following error: The service did not respond to the start or control request in a timely fashion.
5-22-2019 4:59:46 PM 3221232481 A timeout was reached (30000 milliseconds) while waiting for the
Windows Defender Service service to connect.

Last 5 Application Error Msgs:

5-19-2019 7:00:33 PM 1000 Faulting application name: Explorer.EXE, version: 6.3.9600.18460, time
stamp: 0x57c1b8cl Faulting module name: KERNELBASE.dII, version: 6.3.9600.19358, time stamp:
0x5ccfall2 Exception code: 0xc000041d Fault offset: 0x00000000000085bc Faulting process id:
0x60c Faulting application start time: 0x01d50e9664c93e49 Faulting application path:
C:\Windows\Explorer.EXE Faulting module path: C:\Windows\system32\KERNELBASE.dIl Report Id:
€7c03336-7a89-11e9-8260-00155d010a04 Faulting package full name: Faulting package-relative
application ID:

5-13-2019 6:56:51 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5c7d2952 Faulting module name: KERNELBASE.dI|, version: 6.3.9600.19269, time stamp:
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0x5c5e079f Exception code: 0xe0434352 Fault offset: 0x0000000000008e6¢ Faulting process id:
0xe90 Faulting application start time: 0x01d509df247711d1 Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\system32\KERNELBASE.dIl Report Id: 6477ab96-75d2-11e9-825f-00155d010a04
Faulting package full name: Faulting package-relative application ID:

5-13-2019 6:56:50 PM 1026 Application: nacmdline.exe Framework Version: v4.0.30319 Description:
The process was terminated due to an unhandled exception. Exception Info:
System.MissingMethodException at DataCollectorGui.CollectionManager.StartLdcCollection() at
System.Threading.ExecutionContext.Runinternal(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object) at System.Threading.ThreadHelper.ThreadStart()
5-12-2019 6:57:07 PM 1000 Faulting application name: nacmdline.exe, version: 1.0.0.0, time stamp:
0x5c7d2952 Faulting module name: KERNELBASE.dII, version: 6.3.9600.19269, time stamp:
0x5c5e079f Exception code: 0xe0434352 Fault offset: 0x0000000000008e6¢ Faulting process id:
0x5dc Faulting application start time: 0x01d5091604ce9536 Faulting application path:
c:\windows\NetworkDetective-RDC-22HTIG\nacmdline.exe Faulting module path:
C:\Windows\system32\KERNELBASE.dIl Report Id: 43d99b9f-7509-11e9-825f-00155d010a04 Faulting
package full name: Faulting package-relative application ID:

5-12-2019 6:57:07 PM 1026 Application: nacmdline.exe Framework Version: v4.0.30319 Description:
The process was terminated due to an unhandled exception. Exception Info:
System.MissingMethodException at DataCollectorGui.CollectionManager.StartLdcCollection() at
System.Threading.ExecutionContext.Runinternal(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object, Boolean) at
System.Threading.ExecutionContext.Run(System.Threading.ExecutionContext,
System.Threading.ContextCallback, System.Object) at System.Threading.ThreadHelper. ThreadStart()
Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-3690642753-3337517968-881887097-1001

Optimize Start Menu Cache Files-S-1-5-21-585609241-1956372465-2917308619-1108

Optimize Start Menu Cache Files-S-1-5-21-585609241-1956372465-2917308619-1150

Disk Capacity:

C: 59.45 GB, 45.13 GB free, 24.09% used

Service Tag:

0509-7428-3738-6371-1256-1644-02

CPU Count:

1

CPU Core Count:
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4

Windows Key:

XHQ8N-C3MCJ-RQXB6-WCHYG-COWKB

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

MO0001 : Unknown-Unknown-3968 Mb-unknown MHz

MO0002 : Unknown-Unknown-128 Mb-unknown MHz

Additional 1 virtual memory slot

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-4

NICs:

00:15:5D:01:0A:04 : 10.218.3.110;fe80::6dc8:a863:3146:ce06-netvsc-[00000000] Microsoft Hyper-V
: -kdnic-[00000001] Microsq#ttverreld2gheg Network Adapter

: -tunnel-[00000002] Microsoft ISATAP Adapter
DEP:

On for essential Windows programs and services only
OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows 8.1 Pro

OS Architecture:

64-bit

OS Virtual Memory:

4800 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

10/8/2018 7:46:52 AM

PAE Enabled:

True

Active Anti-virus: Windows Defender
Active Anti-spyware: \Windows Defender
Active Firewall: Windows Firewall
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